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Europol coordinated operation Shield, a global effort to target trafficking of counterfeit and misused medicines and doping
substances. The operation was led by Finland, France, Greece and Italy and involved law enforcement authorities from 27*
countries (19 EU Member States and 8 third-party countries), the European Anti-Fraud Office (OLAF), the Pharmaceutical Security
Institute and the private sector. The operation took place between March and September 2020. 

During the operation, law enforcement officers dismantled 25 criminal groups, arrested nearly 700 suspects and seized large
amounts of anti-cancer drugs, erectile dysfunction medicines, pseudoephedrine, various doping substances (hormone and
metabolic regulators), drugs, painkillers, antioestrogens, antivirals, hypnotics, antihistamines and anxiolytics.

Operation Shield in a nutshell

 Seizures worth nearly €73 million 

 More than 25 million units of medicines and doping substances seized

 667 suspects arrested

 1 282 individuals reported to judicial authorities

 25 organised crime groups dismantled 

 10 clandestine laboratories seized

 453 websites shut down

 4 009 websites monitored

 95 judicial cases opened (29 for doping and 66 for medicines)

 536 doping inspections performed (148 in competition and 388 out of competition)

 247 athletes controlled ‘in competition’ (13 positive)

 403 athletes controlled ‘out competition’ (4 positive)

COVID-19-related fakes 



 Almost 33 million medical devices seized (face masks, tests, diagnosis kits)

 8 tonnes of raw materials, chemicals and antivirals seized 

 70 000 litres of hygiene sanitizers seized

New trends

 Increased trafficking of anticonvulsant or antiepileptic drugs (e.g. clonazepam) and synthetic opioids (tramadol

hydrochloride and fentanyl) 

 Growing number of underground labs producing medicines, anabolic steroids and narcotics

 Doping products are almost exclusively sold online to final consumers (mainly through social media)

 Most of the oncologic medicines are diverted from the legal supply chain through the massive use of falsified

prescriptions

 Asia remains the main source region for the supply of raw materials for medicines and anabolic substances

 Illegal sale of medicines obtained with forged or stolen medical prescriptions

Consuming fake – a dangerous new habit
The trafficking of medicine is a growing issue across the globe. Organised crime groups are increasingly diverting their activities
into this criminal field, which provides high profits with lower risks of detection. The misuse of medicines outside their intended
use has become commonplace. Consumers turn to these medicines for different reasons including psychotropic, recreational or
performance-enhancing purposes and consume them without medical prescriptions or inject non-injectable products such as
sublingual pills, patch contents or eye drops. In addition to the genuine medicines resold or sold outside of a medical framework,
another major concern is counterfeit products. Fake antiviral products, unauthorized COVID-19 tests and medical devices like
face masks and sanitizers could expose the public to high health risks. 
Consuming counterfeit substances will not produce the effect the medications are intended to have and the patient will not be
correctly treated. Such counterfeits may be produced with toxic substances and in breach of hygiene rules in the manufacturing
process, which may lead to serious health risks or even death.

Catherine De Bolle, Europol’s Executive Director said:

“We have seen with the current COVID-19 crisis that criminals have no problems in abusing people’s fears. Criminals always
look for new opportunities to make a profit and it is always on the back of the citizens. Counterfeit and misused medicines
are a growing threat not only because it generates large illegal profits, but because it also represents a serious risk to
public health. We can only combat this global danger together. With 25 million potentially dangerous units of medicines
and doping substances seized and nearly 700 suspects arrested, operation Shield proves the importance of law
enforcement cooperation in protecting the health and well-being of EU citizens.

”
OLAF Director-General Ville Itälä said: 

“The European Anti-Fraud Office (OLAF) took part in Operation Shield by leading a targeted action against counterfeit and
substandard oncological medicines and hormonal substances. We are more than glad that we could lend our expertise.
Trafficking at the expense of cancer patients is not only illegal – it is abhorrent and saddening. The targeted action
discovered 58 cases of various irregularities with illicit and substandard oncological medicines, hormonal substances and
food supplements. OLAF facilitated the cooperation and activities of 13 EU Member States that took part in it. This is not
the first time we join forces with Europol and with national authorities and it certainly is not the last – case after case, we
see how we all best protect Europeans when we work together.

”
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CRIME AREAS Intellectual property crime  • Counterfeiting and Product Piracy

TARGET GROUPS General Public  • Law Enforcement  • Academia  • Professor  • Students  • Researcher  • Press/Journalists  •
Other

SUPPORT &
SERVICES

Operational coordination  • Operational support  • Information exchange  • Forensics  • Analysis  • Operational

An operation to protect public health 
This threat requires a unified law enforcement response to ensure public health by developing a common strategy against the
production, traffic, smuggling, trading, counterfeiting, diversion and the use of either biologically or pharmacologically active
substances and drugs. For this reason, Europol launched operation Shield as a follow up of the very successful operations
Mismed and Viribus to tackle the trafficking of counterfeit medicines and doping substances.   
Europol supported the investigation with operational coordination and analysis. Europol supported the actions through the
deployment of experts on-site to crosscheck operational information in real-time and provide support to the investigators in the
field. Europol also provided technical expertise during the operational activities.  
Europol’s IPC3 (Intellectual Property Crime Coordinated Coalition) which supported the investigation is a project to combat
intellectual property crime co-funded by the EUIPO (European Union Intellectual Property Office). In February 2020, the EUIPO
also hosted the kick-off meeting at its headquarters in Alicante, Spain.

EU Member States: Austria, Belgium, Bulgaria, Cyprus, Czechia, Finland, France, Germany, Greece, Hungary, Ireland, Italy, the
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain.

Third-party countries: Albania, Bosnia and Herzegovina, Colombia, Moldova, North Macedonia, Norway, Serbia, Ukraine.
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