

    Technical proposal


ANNEX III

TECHNICAL PROPOSAL
In addition to the information provided in their offer, tenderers are requested to provide the following details:
1. description of courses and available certification processes;
2. organisation of two-week training events as planned to take place in 2013-2014;

3. organisation of social events and description of the networking tools available.
The templates and the four tasks to be detailed by tenderers are described below:

1) Courses
Task No 1: In addition to the information provided in their offer, tenderers are requested to give details of each course requested (see list of courses below) using the two templates below. They should provide a detailed description of the abovementioned courses, including titles, setting out the agenda topics, the trainers involved, IT facilities and the certification process available to trainees having completed the training course. Tenderers are also expected to describe the examination procedures for testing the knowledge and skills acquired by trainees having completed the training course. This should include both practical and theoretical parts.

a) Description of Courses
	Course Title
	Agenda

Topics
	Trainers
	IT facilities 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


b) Certification process

	Course Title
	Certification available
	Target audience 
	Type of examination
	Access Requirements 

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


LIST OF COURSES

Below is a non-exhaustive list of the courses requested with an indication of their training objectives.
Most courses are expected to last 5 days (40 hours). The exceptions are: the Basic Computer Forensic Examiner course, which is a two-week course (80 hours); the FTK Bootcamp and the EnCase EnScript Programming courses, which are 3-day courses (24 hours); and the Access Data Triage and the EnCase Portable Configuration and Examination (Filtrage) courses, which are two-day courses (16 hours).
Furthermore, all the training material relating to the courses must be presented in such a way that it can be used as an additional reference library for trainees after they have completed the course.
	1.
Basic Computer Forensics Examiner

	Training objective: The Basic Computer Forensics training course will give trainees a fundamental knowledge of computer operating systems, file systems, and various computer forensics concepts and methodologies, including ethical issues, involved in becoming a forensics examiner. Through a combination of lectures, instructor-led and independent hands-on practical exercises, trainees will learn the underlying principles of computer forensics examination and how to apply them in practice. After following this training course, trainees should be able to enrol in a computer forensics certification programme.

	


	2.
Macintosh Forensics Basic

	

	Training objective: This course will provide trainees with the skills they need to seize, acquire, analyse and document an Intel-based Macintosh computer in a forensically sound manner.


	This training course will not rely on automated forensic tools, thus allowing participants to apply what they have learnt to any tool in their forensic arsenal. It should adopt a systematic approach to the forensic examination of a Macintosh from start to finish. A Each trainee must have access to a Macintosh computer. 

	

	

	


	3.
Macintosh Forensics Advanced

	Training objective: This course builds on the Macintosh Forensics Basic course. It should address more advanced topics such as: advanced file system analysis, advanced command line techniques, advanced Spotlight, AppleScript and Automator, virtual machines and Mac OS X, Mac server forensics, RAID and Xsan technology, and the forensic analysis of Apple devices. These advanced concepts should be applied to real-life scenarios.




	4.
Linux Forensics Basic

	

	Training objective: This course will provide participants with a basic knowledge of the Linux Operating System. 

	

	5.
Linux Forensics Intermediate

	Training objective: This course builds on the Linux Forensics basic course. It should address more advanced topics such as: networking, TCP/IP essentials, Wireshark, client / server ‘protocol pollution’, Webserver, PKI and OpenVPN. These more advanced concepts should be applied to real-life scenarios.
 


	6.
Mobile Phone Forensics

	

	Training objective: This course will provide trainees with the knowledge and skills they need to conduct forensics examinations of mobile phones: collections from handsets and SIM cards, extraction of physical data from various device types such as iOS and Android, parsing data, searching, bookmarking, visualisation, incorporation of MPE+ Tablet and Investigator, export and reporting.

The main tools currently available on the market such as XRY, UFED, Oxygen, Mobile Phone Examiner Plus (MPE+) and others should be presented and used in practical exercises.  


	7.   Mobile Phone Forensics Intermediate


Training objective: This course builds on the Mobile Phone Forensics Basic course. It should address more advanced topics such as: physical acquisition, examination of dump data, carving and parsing of deleted data, combined with practical exercises using the main tools available on the market.
These more advanced concepts should be applied to real-life scenarios.
	8.   EnCase Forensics

	

	Training objective: This course focuses on the systematic and efficient examination of digital media using the latest version of the computer forensics software EnCase from Guidance Software. The objective is to provide trainees with the knowledge and skills to use all the features that the application offers.


	


	9.
Forensic Tool Kit (FTK) Bootcamp 

	

	Training objective: This course focuses on the systematic and efficient examination of digital media using the latest version of the computer forensics software FTK from AccessData. The objective is to provide trainees with the knowledge and skills to use all the features that the application offers.
This is a three-day course which should be combined with the two-day AccessData Triage course.


	10. 
X-Ways Forensics 

	

	Training objective: This course focuses on the systematic and efficient examination of digital media using the latest version of the computer forensics software X-Ways Forensics. The objective is to provide trainees with the knowledge and skills they need to be able to use all the features that the application offers.



	11.Internet Forensics Examiner 


Training objective: This course will provide trainees with a basic knowledge of the Internet, computer networks, and the forensic analysis of Internet artefacts. Through a combination of lectures, instructor-led and independent hands-on practical exercises, trainees will become familiar with the underlying principles of computer networks and enhance their ability to conduct forensic examinations of popular software clients used on the Internet today, for both lawful and unlawful purposes.

	12. Windows Forensics Examiner


Training objective: This course will provide trainees with an initial knowledge of Windows operating systems (WinXP, Win7, Win8), Windows Registry analysis and Windows artefacts and will include identification, recovery and analysis.

	13. Applied Computer Forensics


Training objective: This course will take trainees through a realistic computer forensics case scenario, built on the latest version of the Windows operating system. It will explore a number of examination and analysis approaches while applying various specialised computer forensic tool suites, specialised computer forensic utilities, and various non-forensic tools to complete the forensic examination and analysis process.

	14. Network Forensic Analysis


Training objective: This course will provide trainees with a basic knowledge of network topology, computer network sources of evidence and the forensic analysis of network artefacts. Through a combination of lectures, instructor-led and independent hands-on practical exercises students will learn the underlying principles of computer networks and enhance their ability to conduct forensic examinations of data collected from computer networks, including network devices, servers and hosts.

	15. Train the trainers 


Training objective: This course will provide participants with the essential knowledge and skills they need to become trainers in the field of Digital Forensics in their own country.

	16. EnCase MAC-LINUX Examinations 


Training objective: This course will provide trainees with the knowledge and skills they need to examine Mac and Linux systems using the latest version of the computer forensics software EnCase from Guidance Software. 
	17. EnCase EnScript programming

 


Training objective: This course builds on the EnCase Forensics course. It will introduce trainees to the EnScript language, which is designed to allow users with some knowledge of programming to tap fully into the data processing power of the EnCase software, automate tasks, and create complete functional applications that can be shared with other EnCase users.
This is a three-day course which should be combined with the two-day EnCase Portable Configuration and Examination (Filtrage) course.
	18. EnCase Portable Configuration and Examination (Filtrage)


Training objective: This course will focus on a systematic and efficient examination of digital media using the latest version of the computer forensics software EnCase from Guidance Software. The objective is to provide trainees with the knowledge and skills they need to be able to use all the features that the application ‘EnCase Portable’ offers for filtering and collecting data on the spot.

This is a two-day course which should be combined with the three-day EnCase Enscript Programming course.

	19. AccessData Macintosh Forensics


Training objective: This course will focus on a systematic and efficient examination of Macintosh media using the latest version of the computer forensics software FTK from AccessData.

	20. AccessData Applied Decryption


Training objective: This course will provide trainees with the knowledge and skills they need to address encrypted media in a forensically sound manner using the latest version of the computer forensics software PRTK and DNA from AccessData. This advanced AccessData training is an intensive, hands-on course which reviews current encryption technology and provides the knowledge and skills that are required to recover passwords using PRTK and DNA.

	21 AccessData Triage


Training objective: This course focuses on a systematic and efficient examination of digital media using the latest version of the computer forensics software TRIAGE from AccessData. The objective is to provide trainees with the knowledge and skills they need to use all the features that the application offers for filtering and collecting data on the spot.

This is a two-day course, which should be combined with the three-day FTK Bootcamp course.

	22. Live Data Forensics 


Training objective: This course will give trainees an insight into the domain of live data forensics, including memory data from a running machine.
	23. Refresher: Basic Computer Forensic Examiner 


Training objective: This course will provide trainees who have already attended the Basic Computer Forensics training course with a refresher course which will give them access to the certification process.
Tenderers may add to, or complement, the above training catalogue with any other appropriate course aimed at enhancing the digital forensics skills of the trainees. They may not, however, replace any of the courses in the catalogue.
2) Organisation of a two-week training event
Task No 2: In addition to the information provided in their offer and in line with the estimated schedule set out above, tenderers are requested to use the template below to give details of the organisation of a two-week training event . A detailed agenda must be established for each training event with times (dates/hours), topics discussed, coffee breaks, a social event, and an indication of the venue.. Tenderers are also requested to outline the approach they will take during the various stages (design, registration of participants, choice of trainers, logistical arrangements, evaluation/examination of courses), their methodology and the way tasks are distributed to staff at each training event.
Training event: autumn session 2013

Venue:

Methodolgy used:
Staff distribution:
	1 st week 
	Day/hours 
	Courses

	
	Day 1


	

	
	Day 2
	

	
	Day 3
	

	
	Day 4
	

	
	Day 5
	

	Weekend
	
	Social event to be organised.

	2nd week 
	Day 1
	

	
	Day 2
	

	
	Day 3
	

	
	Day 4
	

	
	Day 5
	


Training event: spring session 2014

Venue:

Methodology used:
Staff distribution:
	1 st week 
	Day/hours 
	Courses/activity

	
	Day 1


	

	
	Day 2
	

	
	Day 3
	

	
	Day 4
	

	
	Day 5
	

	Weekend
	
	Social event to be organised.

	2nd week 
	Day 1
	

	
	Day 2
	

	
	Day 3
	

	
	Day 4
	

	
	Day 5
	


3) Networking and social events

Task No 3: Tenderers are requested to describe in detail five social networking events to be organised during the two-week training course. A detailed agenda should be enclosed, indicating the venue, the activities planned and the staff involved.
	1 st week 
	Day/hours 
	Social event 
	No of participants
	Venue

	
	Day 1


	
	
	

	
	Day 2
	
	
	

	
	Day 3
	
	
	

	
	Day 4
	
	
	

	
	Day 5
	
	
	

	Weekend
	
	
	
	

	2nd week 
	Day 1
	
	
	

	
	Day 2
	
	
	

	
	Day 3
	
	
	

	
	Day 4
	
	
	

	
	Day 5
	
	
	


Task No 4: Here, tenderers should give a detailed description of the networking tools available to participants after training.
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