Terms of reference — digital forensics training


[image: image1.png](

EUROPEAN ANTI-FRAUD OFFICE




TENDER SPECIFICATIONS

No OLAF D5 59 2013
Framework service contract

for the provision of

DIGITAL FORENSICS TRAINING  

Open Call for Tender

with publication

Contracting Authority

The European Commission

represented by the European Anti-Fraud Office (OLAF)

Deadline:

Friday, 24 MAY 2013

Contents


41.
Title of the contract


52.
Context


73.
Duration of the contract


74.
Request for services


75.
Estimates of volumes


86.
Participation to tender procedure


87.
Services to be provided


97.1.
Organization of forensics training courses


9a.     Training catalogue- Courses


10b.    Target audience


10c.
Planning


11d.   Trainers


11e.     Language-translation


12f.
Registration and invitation procedures


12g.     Place of performance


12h.     Training facilities-documents


13i.
Travel and accommodation


13j.
Training fees


13k.     Training survey


147.2.
Certificate and certification procedures


157.3.
Networking platform and social events


158.     Confidentiality and data protection 


169.
    Property


1610.      Subcontracting


1611.
Publicity


1712.
Expected results and reporting obligations


1713.
Tenders


1813.1
General


1813.2
Structure and presentation of the tender


2214.
Price


2215.
Terms of payment


2216.
Evaluation procedure


17.
Deadlines
23
218.
Contact with European Commission

3
19.
General terms and conditions for submissions 
23
2420.
How to submit tenders


21.
Conclusion and implementation of the contract
24
22.
Annexes
25 




Technical Specifications
Digital Forensics Training
The information contained in this document should not in any way be regarded as a commitment on the part of the Commission to enter into a specific contract. No binding commitment will be entered into until the procurement procedure is completed and the relevant contract signed.
The procurement procedure is governed by the following statutory provisions:

· The European Union’s public procurement directives, more particularly Council Directive 92/50 EEC of 18 June 1992 coordinating procedures for the award of public service contracts (as last amended);
· The World Trade Organisation’s Agreement on Government Procurement, which the European Community joined following the Council Decision of 16 November 1987 concerning the conclusion of the Protocol amending the GATT Agreement on Government Procurement.

· Regulation (EU, Euratom) No 966/2012 of the European Parliament and of the Council of 25 October 2012 on the financial rules applicable to the general budget of the Union and repealing Council Regulation (EC, Euratom) No 1605/2002;
· Commission Delegated Regulation (EU) No 1268/2012 of 29 October 2012 on the rules of application of Regulation (EU, Euratom) No 966/2012 of the European Parliament and of the Council on the financial rules applicable to the general budget of the Union.
Useful information about EU tender procedures can be found under the following links:
http://ec.europa.eu/budget/contracts_grants/info_contracts/index_en.cfm
http://ec.europa.eu/budget/library/biblio/publications/beginnersguide/KV3111332ENC_002web.pdf
Useful information about the Hercule II Programme, under which this call for tender is financed, can be found under the following link:

http://ec.europa.eu/anti_fraud/about-us/funding/index_en.htm
Disclaimer

1. Title of the contract

The European Commission (OLAF) wishes to conclude a service framework contract for the organisation of digital forensics training for staff employed in national and regional administrations, mostly law enforcement agencies (LEAs)
Throughout these specifications, the following terms are used:

· ‘Tenderer’: refers to any natural or legal person, public entity or group specified in the section ‘Participation in the tender procedure’ who submits a tender under this call for tender.
· ‘Contractor’: refers to the successful tenderer chosen through this call for tender.
· ‘National or regional administrations’: all national and regional bodies (mostly LEAs) in the Member States, candidate countries, acceding countries, EFTA/EEA countries, Balkan countries coming under the stabilisation process for countries of south-eastern Europe, the Russian Federation, the countries covered by the European Neighbourhood Policy and certain countries with which the European Union has concluded an agreement on mutual assistance in customs matters.
· ‘Digital forensics training’: training aimed at identifying, acquiring, analysing and producing electronically stored information for forensics purposes.
· ‘Target audience’: staff working for national and regional administrations as described above, mostly LEAs.

· ‘EU staff’: officials working for the EU institutions (e.g. the European Commission and the Council of the European Union) and for EU agencies and bodies (e.g Europol and Eurojust).
·  ‘Training event’: refers to a two-week training session comprising different digital forensics training courses requested by the European Commission and provided by the contractor.
· ‘Certification procedure’: accredited process aimed at verifying, through examination, that individuals have acquired the proper knowledge, skills and abilities to perform scientifically reliable computer/digital forensics investigations in accordance with international digital forensics standards and protocols.
· ‘Certificate’: document delivered by the contractor or its subcontractors to successful candidates who have passed the exams/tests held directly at the end of training courses organised under this call for tender.
The prior information notice has been published in the Official Journal under the reference TED 2012/S 247-405266

The contract notice has been published in the Supplement to the Official Journal of the European Union (OJ/S) with reference TED 2013/S 060-098636 http://ted.europa.eu/udl?uri=TED:NOTICE:98636-2013:TEXT:EN:HTML
2. Context

The European Anti-Fraud Office (OLAF) was established by Commission Decision 1999/352/CEE, ECSE, Euratom of 28 April 1999.
 OLAF is operationally independent but is nevertheless part of the European Commission and as such is bound by the administrative and legal provisions governing the EU institutions.

OLAF’s mission is threefold:

1. to protect the financial interests of the European Union by combating fraud, corruption and any other illegal activities;

2. to protect the reputation of the European institutions by investigating serious misconduct by members and staff that could result in disciplinary and/or judicial proceedings;
3. to support the European Commission in the development and implementation of fraud prevention and detection policies.

OLAF carries out its mission by conducting, in full independence, internal and external investigations. It also organises close and regular cooperation between the competent authorities of the Member States, in order to coordinate their activities for the protection of the EU’s financial interests and the fight against fraud. OLAF supplies Member States with the necessary support and multidisciplinary technical know-how to help them in their fight against economic and financial crime. It strives to contribute to the design of a European strategy for the fight against fraud and illegal activities and takes the necessary initiatives to strengthen the relevant legislation.

OLAF’s activities are carried out with integrity, impartiality and professionalism, respect at all times the rights and freedoms of individuals and are fully consistent with the law.

In 2011, OLAF received 1 046 information items, three quarters of which from private sources. At the end of 2011, OLAF had 463 ongoing investigations and had closed 208 cases. As a result, € 691 million were recovered for the EU budget.

While the number of investigations has remained fairly stable over past years, OLAF has recently experienced an increase in complex investigations. These investigations often target criminal organisations that exploit the technological progress in information technology and communication. In order to fight them successfully, there is a need to raise the level of competence of law enforcement officials in the area of digital forensics across the European Union. More often than in the past, such investigations depend on competent forensic examiners who have mastered the methods and tools of the trade in order to acquire, from a vast variety of digital media, relevant data that could hold up in court as evidence.

The European Union and the Member States have set themselves the objective of countering fraud and any other illegal activities affecting the Union’s financial interests. All available means must be deployed to attain that objective, while maintaining the current distribution and balance of responsibilities between national and Union levels.
One of the means of attaining that objective is the establishment of the Hercule II programme by Decision 878/2007 of the European Parliament and of the Council. The Hercule II programme promotes activities for the protection of the financial interests of the European Union by focusing in particular on the following specific objectives:

a) enhancing transnational and multidisciplinary cooperation between Member State authorities, the Commission and OLAF;

b) building networks throughout the Member States, acceding countries and candidate countries — in accordance with a memorandum of understanding — to facilitate the exchange of information, experience and best practices, while respecting the distinct traditions of each Member State;

c) providing technical and operational support for the law enforcement authorities of the Member States in their fight against illegal cross-border activities, emphasising support for customs authorities;

d) without undermining operational effectiveness, striking a geographical balance by including, if possible, all Member States, acceding countries and candidate countries — in accordance with a memorandum of understanding — in the activities financed under the programme;

e) multiplying and intensifying measures in the areas identified as the most sensitive, particularly in the field of cigarette smuggling and counterfeiting.

The Hercule II Programme has three main sectors of activities:

a) technical assistance for national authorities;

b) training, seminars and conferences;

c) IT support.

The subject of this call for tender concerns sector of activities b): training, seminars and conferences.
Further information about OLAF and the Hercule II Programme can be found under: http://ec.europa.eu/anti_fraud/index_en.htm
3. Duration of the contract

The framework contract will be concluded for a period of 1 year (12 months) from the date on which it enters into force. It may be renewed up to three times for a period of 12 months, but only before expiry of the contract and with the express written agreement of the parties. Renewal does not imply the modification or deferment of existing obligations.
4. Request for services
Each service to be provided under the framework contract will be covered by a specific contract
 signed by the European Commission (OLAF) and the contractor. The specific contract will specify which training courses and specific services are needed for each training event to be organised by the contractor. For this purpose, a request will be prepared by the Commission (OLAF) and sent to the contractor. The contractor will send its reply in the form of an official offer based on the financial proposal enclosed with the contract. The contractor will work closely with the OLAF units in charge of the coordination of the training events.
5. Estimates of volumes
On average, two training events each lasting two weeks with an average of 10 specialised forensics courses will be organised by the contractor every calendar year (see training catalogue and planning in the sections below)
The total value of the framework contract over a maximum of four years is estimated to be no more than € 5 million.

6. Participation in the tender procedure
The call for tender is open to any natural person or legal entity coming within the scope of the European Treaties and any other legal entity from a third country which has concluded a specific agreement with the European Union in the area of public contracts, under the conditions provided for in that agreement.

Where the Multilateral Agreement on Public Contracts of the WTO applies, the contracts are also open to nationals of states that have ratified this Agreement, under the conditions set out in it.
7. Services to be provided
This call for tender is intended to provide the European Commission (OLAF) with a framework contract for designing, planning, organising and evaluating digital forensics training courses for staff working for national and regional administrations. This training should give national forensics experts access to certification procedures recognised and accredited at international level. A list of the courses to be organised is given in the section ‘Training catalogue’ below and in the enclosed Annex III.
The 2013 Hercule II financing decision
 provides for technical training courses on digital forensics to be organised for national law enforcement agencies, by using the services of an organisation/company selected as the result of an open call for tender. The first two-week training event is to be organised already in autumn 2013 (before 15 December 2013), as indicated in the ‘Planning’ section.  
The contractor will be tasked with the following activities:
1. Organising training courses on digital forensics for national and regional target audiences (mostly LEAs). The purpose of this training is to develop, improve and update staff competences in the area of digital forensics.
2. Providing a quality assurance process to give trainees access to certification procedures (where available) in order to enable them to develop, improve and update their competences in the area of digital forensics.
3. Supporting the creation and maintenance of a network of digital forensics experts across the EU to promote the exchange of best practices between forensics computing experts.
7.1.  Organisation of forensics training courses
For every training event, the contractor will be assigned tasks in the fields of design, planning, evaluation, organisation and logistics. Each task will be further defined in the specific contracts to be signed by the contractor and the European Commission.
a. Training catalogue — Courses

The following non-exhaustive list of training courses will be organised by the contractor in accordance with the provisional planning below:
1. Basic Computer Forensic Examiner;
2. Macintosh Forensics basic;

3. Macintosh Forensics advanced;   
4. Linux Forensics basic;

5. Linux Forensics intermediate;  
6. Mobile Phone Forensics basic;

7. Mobile Phone Forensics Intermediate;  
8. Encase Forensics;

9. Forensic Tool Kit Bootcamp;

10. X-Ways Forensics;

11. Internet Forensic Examiner (IFE);

12. Windows Forensic Examiner (WFE);

13. Applied Computer Forensics (ACF);
14. Network Forensic Analysis (NFA);

15. Train the trainers;

16. Encase Macintosh-Linux examinations;

17. Encase EnScript programming;

18. Encase Portable Configuration and examinations (Filtrage);

19. AccessData Macintosh Forensics;

20. AccessData Applied Decryption;

21. AccessData Triage;

22. Live data forensics;

23. Refresh Basic Computer Forensic Examiner;
The contractor should take into account the latest updated and available versions of the above-mentioned software applications in organising the training. The version to be used should be communicated to and approved by the European Commission three months before the start of training. The contractor can supplement but not replace the above training catalogue with any other related courses aimed at enhancing the digital forensics skills of the trainees (see Annex III — Technical proposal). The training offer should indicate two different levels: basic and advanced level. It should also include a final examination/test aimed at verifying the knowledge acquired directly after the training. The skills and knowledge acquired should meet the requirements necessary to access certification procedures recognised and accredited at international level (see ‘Certification’ section below).
The contractor should also be aware that the training portfolio may not be identical throughout the four-year framework contract. OLAF can review and adjust the training course catalogue with regard to needs and the evolution of technology in the digital forensics domain.
b. Target audience

The training is mainly aimed at staff members of national and regional administrations, mostly officials working for LEAs. Courses should also be accessible to EU staff working for the European institutions. On average, 120 participants are expected for each weekly training event. A maximum of 10 EU staff will attend each event.
c. Planning
The contractor should organise each training event in accordance with the yearly planning prepared by the European Commission. OLAF’s provisional planning for 2013-2014 is as follows:

· The first 2-week training event is to take place in the autumn of 2013 (before 15 December 2013);
· The second 2-week training event is to take place in the first half of 2014 (February-June 2014).
The courses to be provided are indicated in Annex III. The number of courses to be organised will depend on the number of applicants (on average 120 participants per week) who have expressed an interest via the secured website provided by the Commission (see ‘Registration’ section below). The definitive list of courses will be agreed by the Commission (OLAF) and the contractor at least three months before the training event.
	Training event
	Duration
	Average number of
participants per week 

	October – mid-December 2013
	Two weeks
	120

	February – June 2014
	Two weeks
	120


d. Trainers

The contractor must be able to supply qualified and certified trainers to deliver training courses. The trainers should be current or past law enforcement officials or have a sound background as trainers for law enforcement officials. The required minimum level and length of previous experience is indicated in the section ‘Selection criteria’. CVs of each trainer should be included in the offer. In addition to its permanent team of trainers, the contractor should propose a number of trainers it can call upon if need be. Given the cultural diversity of the target audience, trainers must have proven experience of working in complex, multicultural and multinational environments. This must be clearly indicated in their CVs to be enclosed with the tender. The strictest confidentiality is also required, as trainers might come in contact with confidential information during training. The European Commission (OLAF) has the right to require the replacement of any trainer who does not satisfy the requirements.
e.  Language translation
The training courses are to be provided in English. Trainers must have an excellent command of English to almost mother-tongue level. All documents used for the courses must be available in English. Translation must correspond to high-quality translation standards. Expenses for the translation of documents can be included by the contractor in the financial offer. All translated material must be made available to the European Commission (OLAF) two months before the start of the training event. The European Commission (OLAF) reserves the right to reject translations of poor quality.
f. Information, registration and invitation procedures

The European Commission (OLAF) will inform the relevant national and regional administrations about the organisation of the training courses. Each national administration will subsequently propose to the European Commission (OLAF) the names of staff members that could benefit from attending these training courses.
For this purpose, the contractor will set up a secured website to allow applicants to submit their applications on-line (registration). In their offers, tenderers are requested to give details of the website, in particular the ‘look and feel’ and the secured access. Once set up, the European Commission (OLAF) will jointly manage the website with the contractor. The details to be included in the registration list will be communicated to the contractor by the European Commission (OLAF). The contractor and OLAF will have full access to the registration list of applicants. The European Commission (OLAF) will be in charge of the selection process. Once the list is approved by the European Commission (OLAF), the contractor will send invitations to accepted participants and ask them for confirmation of their participation at the latest two months before the start of training.
g. Place of performance
The courses are to be organised in one of the Member States of the European Union. Tenderers should specify the venue where the training sessions will be held in their financial and technical offers. Chosen venues should assure easy access to the training sessions. Therefore, training sessions should be held preferably in cities with an international airport/railway station allowing easy travel to EU countries. All hotels/training facilities should also be located close to the city centre and be easily reachable from the airport or railway station by public transport. The contractor must guarantee full accessibility of the training premises to disabled persons. Upon specific request, the contractor must be able to organise training sessions at a location chosen by the European Commission (OLAF). Logistical arrangements will be made by the contractor and defined in the specific contract.
h. Training facilities — documents
The contractor should ensure that appropriate and updated training and IT facilities are available and in line with requirements set out in the enclosed Annex I. All the training equipment, in particular the IT equipment (computers and accessory equipment for setting up networks), should be fully operational and tested two days before the start of each training event. The contractor should ensure that the trainers and the relevant documents are available in time for each training event. The contractor should also indicate which training courses will be sub-contracted to external service providers.

i. Travel and accommodation
The contractor will invite the participants and arrange for their travel and accommodation. Travel includes the trip from the place of work of the participants to the place where the training courses will take place, as well as transport between the place of accommodation (hotel) and the training site(s).
Travel and accommodation prices should be within the limits set by the annexed rules
 (Annex II). Accommodation consists of lodging (hotel) and meals. Unless the Commission (OLAF) specifies otherwise, breakfast must be included in the rate charged for the room. The contractor will settle the hotel bill for all participants.
As specified in the financial section below, the tenderer should indicate in its offer an overview of the prices of travel and accommodation arrangements for the number of participants invited to attend the training (i.e. booking, purchase, modification and cancellation of travel tickets, reservation of hotel rooms, etc.). Please note that the participants will not receive daily allowances.
EU staff. For EU staff, travel arrangements will be made directly by the EU officials attending the course. If requested by EU staff, accommodation and catering facilities might be arranged by the contractor. Those costs are to be invoiced to the European Commission (OLAF) separately.
j. Training fees

The tenderer should indicate in its financial offer a quote for the training fees to be charged per participant. Training fees will include: registration fees, training materials, final examination fees and certification fees.
EU staff will pay training fees separately. For these, the contractor will submit a separate invoice to the European Commission.
k. Training survey

The contractor will develop a mandatory online survey to be filled in anonymously by participants. The contractor will use a Likert scale survey complemented by open- and close-ended questions. The survey will focus on the following four levels:

1) reaction level (to what extent were trainees satisfied?),
2) learning level (to what extent has learning occurred?);

3) behaviour level (to what extent will on-the-job behaviour change as a result of the training?);

4) level of results anticipated and perceived by participants (to what extent will the training produce results?).
In particular, the following topics will be addressed:
· the perceived relevance of the content of the course for the participants; to what extent the conference was relevant to the needs, problems and issues of the target audience;
· expected use of the acquired competences in daily activities;

· language constraints for non-native speakers;

· anticipated overall impact of training on anti-fraud activity;
· satisfaction rate of trainees based on the
· quality of the trainers;
· quality of the course and the training materials;
· the quality of the training facilities (training room, IT equipment);

· quality of the travel and accommodation arrangements;
· quality of social events, in particular the informal network building activities;

· possible reasons for discontinuation;
· possibilities for improving the training;
· interest of trainees in gaining access to international certification procedures/examination (see section on certification below).
The survey and evaluation link will be sent by the contractor to the European Commission for approval at least two weeks before the start of each training event.
7.2. Certificate and certification procedures

The contractor will ensure that each course or training event ends with a final test/examination and the award of a corresponding certificate allowing each participant to demonstrate and attest his/her newly acquired competences. A template of the final certificate awarded and a mock-up of the test to be submitted to participants should be enclosed with the offer.  

Furthermore, the tenderer should indicate which certification procedure managed by the tenderer or by its subcontractors will be accessible to all trainees after the training. The certification should aim to further develop the competences and skills of trainees.
In particular, the certification programme for the Basic Computer Forensic Examiner course should be recognised at international level and comply with the standards, protocols and procedures of accredited international forensics associations, competent bodies or expert witnesses. The tenderer should provide information in its technical proposal (see Annex III, to be filled in) on the requirements procedure (if any) to be followed by the participants in order to become a certified digital forensics examiner.
Regular statistics on the number of certified trainees will be provided by the contractor to the European Commission during the course of the framework contract.

7.3. Networking tools and social events
Tenderers should give detailed information about available networking tools (e.g. forums, networking platforms,) for disseminating and exchanging experiences and best practices, and sharing training materials, case studies and any other related information among trainees. Those tools should provide a permanent forum allowing trainees to continue learning and build upon the training received.
The contractor will develop, manage and regularly update those tools. The European Commission (OLAF) and national law enforcement agencies sending trainees should have full access to them (e.g. password giving access to the forum, networking platforms or any other secured access).
The contractor will also organise a limited number of social events with a maximum of five events per training event to be scheduled as follows:
- two events during the first training week;
- one event during the weekend (before the start of the second week);
- two events during the second training week.
In their technical proposal, tenderers should propose the venue and type of activities selected for each social event and indicate relevant rates in the financial offer. For each specific contract, the contractor will send the social activities envisaged for each training event to the European Commission (OLAF) for approval at least one month before the start of training.
8. Confidentiality, data protection
The strictest confidentiality is required for all persons working under the framework contract, in particular trainers. Any breach of confidentiality will be treated as professional misconduct and could lead to the termination of the framework contract (see template in the enclosed Annex VI). No filming or taping by the contractor or third parties during any part of the programme will be allowed unless authorised in advance by the European Commission (OLAF). Specific requirements relating to the protection of personal data are set out in the framework contract. The contractor is responsible for ensuring that all data to which it or its staff gain access in the course of the framework contract are treated confidentially and in conformity with EC Regulation No 45/2001. The contractor is equally responsible for ensuring that this obligation applies to all of its subcontractors.
9. Property
All training material developed by the contractor in the course of the contract, including materials, trainer guides, exercises, slides etc., is the property of the European Commission with the exception of any material that had already been developed previously and which is protected by intellectual property rights. The contractor must clearly declare any such material to the European Commission (OLAF) in writing in advance of its use. If the contractor decides to use any material or tools protected by the intellectual property rights of a third party during a training course, it is responsible for taking any steps necessary for their use, including the payment of any licences or royalties. In the event of dispute, the contractor assumes full and sole responsibility, without recourse against the European Commission, for any damage incurred by a third party. No material or tools of this nature may be used by the contractor without the formal agreement of the European Commission. The European Commission will reimburse the contractor for the costs it has to pay to the official dealer or licence holder. Accordingly, the likely costs of any such material or tools should not be included in tenderers’ offers.
10. Subcontracting

Subcontracting is permitted. It must be approved by the Commission (OLAF), either through its acceptance of the tenderer’s offer, or, if proposed by the contractor after signature of the framework contract, through an addendum to the framework contract. Such an addendum may only be agreed, exceptionally, where the Commission (OLAF) considers such subcontracting to be necessary to implement the contract, and does not lead to distortion of competition.

Tenderers must indicate clearly in their tenders which parts of the work will be subcontracted and the identity of all subcontractors undertaking work accounting for more than 10 % of the total value of the framework contract. Full details of the subcontractors (name, place of establishment, services and amounts provided) must also be given in the tender. The lead contractor will be fully responsible for the delivery of all services under the framework contract.
11. Publicity

The contractor will mention the support from the Hercule Programme in every publication (title page) or related material (e.g. booklets, newsletters, leaflets) and in electronic information (e.g. websites, audio-visual material, videos, software).
12. Expected results and reporting obligations
When requesting payment of the final balance,
 the contractor will send the European Commission (OLAF) two final reports signed by its legal representative: the 1) Final Technical Report and 2) Final Financial Report. Both will be drafted in English and provided in both paper and electronic format in accordance with the instructions below:

1) The technical report will include both qualitative and quantitative data and will contain detailed information as listed below:
· Short description of services provided

· Calendar of activities

· List of courses provided and number of participants per course
· Difficulties encountered

· List of trainers and CVs
· Training programme and agendas
· A summary report with results obtained from the survey of trainees 

· Attendance lists signed by each participant and including full details of participants (first name, last name, organisation, function, e-mail, etc.)
· All presentations/speeches and course material used during training
· List of contractor staff employed
· List of subcontractors
· List of training facilities used
· Number of certificates awarded directly after training
· Number of trainees who successfully completed each training event
· Number of trainees who expressed an interest in taking an internationally certified examination (according to survey of trainees)

· Number of certified trainees after training (if any).
2) The Financial Report in Excel format will include a concise and clear description of all expenses incurred and specified in the specific contract. All prices will be indicated in euros. The documents below will accompany the financial report:
-
Copies of all invoices relating to expenses incurred
When requested, copies of contracts with subcontractors should be sent to the European Commission.

13. Tenders
13.1 General

Tenders must be clear and concise, with continuous page numbering, and assembled in a coherent fashion (e.g. bound or stapled, etc.). Since tenderers will be judged on the content of their written bids, these must make it clear that they are able to meet the requirements of the specifications.

Tenders must include all information and documents requested by the European Commission (OLAF) in order to assess each tender on the basis of the exclusion, selection and award criteria defined below.
Prices must be indicated in euros.

Tenders may be submitted in any of the official languages of the European Union.
Offers in the tenders must remain valid for a period of nine months following the final date for submitting tenders. During this period, all conditions offered must continue to apply.

At the end of the procurement process and following the award of the contract, all official information exchanges between OLAF and the contractor relating to the contract will be in English, including final reports to be submitted by the contractor.
Tenders must be delivered according to the requirements set out in this call for tender, and by the date and time indicated in this call for tender.

The costs of preparing and dispatching tenders will be borne by the tenderer.

13.2 Structure and presentation of the tender
The tender must be presented in the following three distinct sections: 1) administrative proposal, 2) technical proposal and 3) financial proposal.
The tender documents must be sent in two parts, each in separately sealed and clearly marked envelopes. One part must contain the administrative and technical proposals; the second part must contain only the financial proposal. One signed original and two copies must be provided.

There is no obligation to send an electronic version of the documents. If such a version is sent, it cannot replace one of the paper copies.

1 Administrative section

1. A ‘financial identification form’ duly completed and signed by an authorised representative of the tenderer and its bank;

2. A ‘legal entity’ form duly completed and signed (preferably in blue ink) by an authorised representative of the tenderer;

These two forms are available in all EU official languages from the following internet addresses:

http://ec.europa.eu/budget/execution/ftiers_en.htm
http://ec.europa.eu/budget/execution/legal_entities_en.htm
3. The name and function of the tenderer’s legal representative (i.e. the person authorised to act on behalf of the tenderer in any legal dealings with third parties).
2 Technical proposal
The technical proposal should address all matters set out in the specifications and in the exclusion, selection and award criteria defined in this call for tender. It should be complemented (and not replaced) by the information provided in Annex III, which is to be filled in by the tenderer and enclosed with the offer. It must provide, as a minimum, all the information described below:

a) Training courses
The tenderer should give a detailed description of the training courses proposed for each planned training event (see Annex III).
b) Training methodology

The tenderer should describe the methodological approach and quality plan adopted to implement day-to-day training management. In particular, it must specify how it will deal with
1) Administrative tasks: register participants, send updated agendas and information to selected participants, invite trainees, book best training facilities, book hotel accommodation and meals, prepare hand-outs, arrange translation/interpretation, select subcontractors, arrange for social programme to encourage networking among participants, arrange transport, ensure communication with the European Commission, in particular OLAF.
2) Training tasks: design, organisation, implementation, evaluation and updating of training courses.

3) Quality control and monitoring tasks. The tender should describe the processes used within the tenderer’s organisation to control and monitor the quality of services provided by the tenderer and/or subcontractors. It should also give details of the quality plan intended to assure that all training courses meet the following basic quality standards:
· Identification of relevant training needs

· Setting of SMART (specific, measurable, achievable, realistic and timely) objectives

· Definition of competences addressed and learning objectives for the participants

· Adequate and timely preparation

· Competent team of experts and trainers

· Integrated approach to intercultural learning

· Thorough and anonymous evaluation process
· Adequate, accessible and timely documentation

· Adequate support and integrated follow-up within the forensics computer network

c) Training facilities

The tenderer should give a detailed description of all training facilities offered (such as IT equipment, training rooms, etc.). These must comply with the requirements set out in Annex II enclosed with this call for tender.
d) Trainer and project team

In accordance with the requirements defined in the selection criteria, tenders must contain all the necessary information to enable the European Commission to evaluate the qualifications of the trainers and project team to which the tenderer intends to entrust the implementation of its tasks. The tenderer must indicate how it will ensure that the proposed team achieves maximum efficiency in terms of costs, flexibility, timely delivery, quality and linguistic coverage of the tasks.
e) Certification procedure
The tender should give a detailed description of the certification procedure (if any) managed by the tenderer or its subcontractors in order to certify the knowledge and skills acquired by trainees after the training courses. Templates of certificates to be delivered by the tenderer or its subcontractors after successful completion of a certification procedure should be enclosed with the tender.
f) Certificate of successful attendance
The tender should give a detailed description of the procedure followed by the tenderer or its subcontractors to test the knowledge and skills acquired by the trainees. Templates of certificates to be delivered by the tenderer or subcontractors at the end of the courses and after successful completion of the tests should be enclosed with the tender.

g) Networking facilities

The tender should contain detailed information about social activities and networking tools provided by the tenderer to encourage networking among participants.
3 Financial proposal
This section should contain all financial information relevant to the activities to be organised. For this purpose, tenderers should fill in the Excel tables in Annex IV (‘Financial proposal’). Prices should be fixed and not subject to revision. They should be expressed in euros and quoted free of all duties, taxes and other charges, i.e. also free of VAT, as mentioned in the price section below.
The following in particular should be provided:
· A financial overview of the services and goods to be procured by subcontracting as well as a description of the procurement procedures followed for this subcontracting;

· Prices for the organisation of each training event (see Annex IV):
· Project team fees
· Course costs (per trainers and participants)

· Training organisation/management fees:
· Management travel arrangements

· Booking or purchase of training facilities

· Booking, purchase, modification and cancellation of travel tickets

· Organisation of social activities
· Preparation of badges and training kits
· Reservation of hotel accommodation for the participants

· Preparation and distribution of invitation letters

· Production and distribution of attendance certificates

· Managing local assistance and transport for participants
· Designing, managing and ensuring maintenance of the registration website and networking tools
· Translation fees

· Other (please specify)

The financial part of the tender must be in a separate envelope marked ‘Financial proposal’. The financial proposal must be signed by the person authorised to represent the tenderer
14. Prices
Prices must be expressed in euros. Tenderers are liable for any losses that may result from fluctuations in the exchange rate with non-euro area countries. Prices should be quoted free of all duties, taxes and other charges, i.e. also free of VAT, as the European Union is exempt from such charges in the EU under Articles 3 and 4 of the Protocol on the Privileges and Immunities of the European Communities of 8 April 1965.
 Exemption is granted to the Commission by the governments of the Member States, either through refunds upon presentation of documentary evidence or by direct exemption. For those countries where national legislation provides for exemption by means of reimbursement, the amount of VAT is to be shown separately. In case of doubt as to the applicable VAT system, it is the tenderer’s responsibility to contact its national authorities to clarify the way in which the European Union is exempt from VAT. Prices should be communicated using tables in the Annex IV, " Financial proposal".
As specified in the draft contract, travel expenses (transport, accommodation and subsistence) incurred by the contractor will be reimbursed according to the rules applied by the European Commission (see Annex II).
15. Terms of payment

Please refer to the enclosed draft contract (Annex VI).
16. Evaluation procedure
The evaluation procedure will be based on the information and documents requested in this call for tender and contains the following steps:
a) Opening of tenders, verification of time limit for receipt of tenders
The received tenders will be opened, by the appointed Opening Board, at the time and date indicated in this call for tender (04th  June 2013). One authorised representative from each tenderer can observe the opening of the tenders. A request to attend the opening of tenders has to be sent to the functional mail box OLAF-FMB-TENDERS@ec.europa.eu by 24th May 2013. The Opening Board can decide only on the timely receipt of the tenders.
b) Verification of eligibility and exclusion criteria

The following documents will be provided by the tenderer and verified by the European Commission:
1 Proof of eligibility: tenderers must indicate the country in which they have their registered office or are established, providing the necessary supporting documents in accordance with their national law, their address, and their telephone and fax numbers.
2 VAT status and registration number and, as necessary, objective proof of VAT exemption.
3 Declaration on tenderer’s honour, duly signed and dated, that the tenderer is not in one of the situations referred to in Articles 106 and 107 of the Financial Regulation (bankruptcy, professional misconduct, etc.).

4 Proof of entry in the professional or trade register, or a declaration or certificate in accordance with the provisions of the Member State in which the tenderer is established;

c) Verification of selection criteria

Tenderers must provide evidence of their economic/financial and technical/ professional capacity to meet the requirements set out in this call for tender. In addition, experience in the field must be proven.
· Economic and financial capacity
The following documents and information will be provided by the tenderer and verified by the European Commission:

1 A bank declaration providing evidence of sound financial standing or evidence of professional risk indemnity insurance.
2 A statement of overall turnover for the last 3 financial years. 
The tender must have sufficient financial solidity to execute the Commission contracts. Therefore, the tenderer must demonstrate a compound turnover for the last 2 financial years of not less than EUR 3 000 000 (three million), a pre-tax profit and sufficient cash-flow.

3 Balance sheets or extracts from balance sheets for at least the last 2 financial years for which accounts have been closed, where publication of the balance sheet is required under the company law of the country in which the tenderer is established. Only balance sheets of the entity in whose name the tender has been submitted will be accepted.
4 If the tenderer plans to subcontract part of the work, it must specify the part concerned and the name of the subcontractor and supply details of the financial, economic and technical capacity of the subcontractor.


Tenderers should note that failure to provide sufficient information on the above-mentioned points could lead to their tenders being rejected.

· Technical capacity
Tenderers must have at least 3 years proven experience in the field of activity in question, i.e. organising digital forensic training events for law enforcement officials, as described in this call for tender. The following documents and information will be provided by the tenderer and verified by the Commission.
1 A statement of the average annual manpower and the number of managerial staff of the tenderer in the last 3 years.
2 Description of the structure of the project team, specifying the project manager, training coordinators and the number of persons dealing with administrative management, organisation and assignment of tasks.

3 Curricula vitae of all proposed expert forensics trainers and facilitators, highlighting academic/other qualifications and expertise/experience relevant to the subject of the contract and indicating dates, place of work and recipients of the work (in particular those services provided on behalf of the tenderer). Evidence must be provided that those experts have at least 3 years’ international experience in delivering digital forensics training to public officials working for national law enforcement agencies.
4 Curricula vitae of all the project team members responsible for providing the services, highlighting academic/other qualifications and expertise/experience relevant to the subject of the contract and indicating dates, place of work and recipients of the work (in particular services provided on behalf of the tenderer). The project coordinator/manager must have very good command of English and at least 3 years’ experience in a similar position in the field of the services described in this call for tender.
5 Where tenders are submitted by consortia: clear identification of the coordinator of the work, who will also be responsible for signing the contract, and written confirmation from each member of the consortium that they would be ready and willing to participate in the work, and briefly describing their role;

6 A list of the principal services provided in the past 3 years in relation to all services described in this call for tender, specifying the dates, recipients of the services and a short description of the services provided. In particular, evidence should be provided of any international training services organised for national law enforcement officials.

7 A description of the measures employed to ensure the quality of the services.
8 An indication of the proportion of the contract which the tenderer may intend to subcontract, and for which services.

For the purpose of this call for tender, tenderers should use the standard European Union form for curricula vitae available under the following link:
http://europass.cedefop.europa.eu/en/home
Tenderers should note that failure to provide sufficient information on the above-mentioned points could lead to their tenders being rejected.

d) Verification of award criteria: best value for money
The framework contract will be awarded to the tenderer offering the best value for money having regard to the quality of the services offered and the prices offered in accordance with the criteria set out below.
The assessment will start with the technical proposal. The technical part will be weighted at 80 % of the total.

The financial proposal will then be assessed. The financial part will be weighted at 20 % of the total.
The following award criteria will be applied to assess the technical quality of the technical proposal:
	Criteria
	Points (max)
	Minimum to be scored

	Understanding of the nature of the task, its context, results to be achieved, and training needs and expectations of trainees

	10

	5

	Quality of training courses (content and material) and methodology used to design/organise/deliver/evaluate the digital forensics training events (Annex III)  


	35

	24

	Quality of the website registration and networking tools, including social events proposed


	10
	5

	Quality of the certification procedure(s)
	10
	5

	Quality of the trainer team and project team
	20
	10

	Quality of the logistical arrangements (accommodation, travel, training rooms, IT equipment and tools, training facilities)
	15
	8

	Total 
	100
	


Tenders scoring less than 65 % overall or less than the minimum points set for each criterion above will be excluded and not further evaluated.
The points scored for the qualitative criteria (technical proposal) will be combined with the points awarded for the price as specified below, and the contract will be awarded to the most cost-effective tender (i.e. which offers the best value for money). In this calculation, the technical points will account for 80 % and the price points for 20 % of the final points awarded.
The best price/quality ratio of each offer (Stotal) will be calculated as the sum of the calculated price score (Pcal) and quality criteria (Qscore), weighted according to the formula below:
Total score of the offer (Stotal) = 80 %*Qscore + 20 %* Pcal

Qscore= score obtained in the award criteria

Poffer= pricetot as indicated in Annex IV (financial proposal)

Pmin = lowest price offered by tenderers

Pcal= 100*Pmin/Poffer

17. Deadlines

Final date for submitting tenders: 24 May 2013
Final date for submitting written questions: 30 April 2013
18. Contact with the European Commission

In principle, no contact is permitted between the Commission and tenderers during the procurement procedure.

In exceptional circumstances, however, tenderers may contact the Commission before the date given above to submit written questions in order (and only for this reason) to clarify the nature of the contract or to request a copy of the call for tender in a different language.

Such requests for further information may be made by letter to the address mentioned below or by e-mail to the following e-mail address

OLAF-FMB-TENDERS@ec.europa.eu

19. General terms and conditions for submission of tenders
Submission of a tender implies that the contractor will accept all the terms and conditions set out in the specifications of this call for tender (including the annexes) and waives all other terms of business. Submission of a tender binds the contractor to whom the contract is awarded during performance of the contract.

The tendering procedure does not entail any obligation for the Commission to award the contract.

Once the Commission has accepted the tender, it becomes the property of the Commission, which will treat it confidentially. The Commission will not reimburse expenses incurred in preparing and submitting tenders. No compensation may be claimed by tenderers whose tenders have not been accepted, including when the Commission decides not to award the contract.

The Protocol on the Privileges and Immunities of 8 April 1965 (OJEC L 152 of 13 July 1967) or, where appropriate, the Vienna Convention of 24 April 1963 on Consular Relations will apply to this call for tender.

20. How to submit tenders
Tenders must be submitted in writing using the appropriate templates enclosed (i.e. Annexes III and IV for the technical and financial proposals). No alterations and no PDF documents are allowed.

Tenders may be:

a) either sent by registered mail, posted no later than Friday, 24 May 2013 (date as postmark), to the following address:
EUROPEAN COMMISSION

European Anti-Fraud Office (OLAF)

Call for tender No: OLAF/D5/59/2013
Budget Unit R.2

Office address: J-30 1/116

BE-1049 Brussels, Belgium

b) or delivered by hand,
i.e. by delivery in person or by an authorised representative (including private courier services) not later than 16:00 on Friday, 24 May 2013, to the following address:
EUROPEAN COMMISSION

European Anti-Fraud Office (OLAF)

Call for tender No: OLAF/D5/59/2013
Budget Unit OLAF/R.2

Office address: J-30 1/116

Service central de réception du courrier

Avenue du Bourget 1

BE-1140 Bruxelles, Belgique
Please note that, for security reasons, hand deliveries (including private courier services) will no longer be accepted in other Commission buildings. An acknowledgement of receipt will be delivered by the ‘Service central de réception du courrier’.

The tender must be sent or delivered, in triplicate, under double sealed cover. The inner envelope should be addressed to the department indicated in a) and marked ‘Call for tender No D5 59 2013’ and ‘Not to be opened by the mail service’. If self-adhesive envelopes are used, they must be sealed with adhesive tape and the sender must sign across the tape.

Tenderers must follow the above instructions precisely to ensure that the tenders reach their proper destination in due time.

Reminder: Late delivery will lead to exclusion of the tenderer from the award procedure for this contract.

21. Conclusion and implementation of the contract

Once the Commission decides to award the contract, it will send the contractor a contract agreement (a model is annexed), including the rights and obligations of both parties.
22. ANNEXES
1. Annex I — Description of IT and training facilities
2. Annex II — Travel and accommodation rules
3. Annex III — Technical proposal (to be filled in by tenderers)

4. Annex IV — Financial proposal  (to be filled in by tenderers)

5. Annex V — Declaration on exclusion criteria (to be signed by tenderers)

6. Annex VI — Framework contract model

Whenever the specific name of a product is mentioned because a sufficiently precise and fully intelligible description is otherwise not possible, it has to be understood as that product or its equivalent








If, for some exceptional reason which the Commission (OLAF) considers justified, the tenderer is unable to provide the references requested, it may prove its economic and financial capacity by any other means which the Commission (OLAF) considers appropriate








� 	The English language version will be considered as the official version.


� 	OJ L 136, 31.5.1999, p. 20.


� 	For more about OLAF, please see � HYPERLINK "http://ec.europa.eu/anti_fraud/documents/reports-olaf/2011/olaf_report_2011_en.pdf" �http://ec.europa.eu/anti_fraud/documents/reports-olaf/2011/olaf_report_2011_en.pdf�.


� 	See Article 1 of Decision 878/2007.


� 	See Article 1a of Decision 878/2007.


� 	A template for specific contracts is enclosed (see Annex VI).


� 	The ceiling has been set also taking into account the use of framework contracts by Directorates-General other than OLAF over a 4-year period. In such cases, budget lines other than Hercule II might be used.


� 	C(2013) 612 of 7 February 2013, point 8.1.3.


� 	See Annex II.


� 	Kirkpatrick model ©.


� 	See conditions for payment in the enclosed draft contract.


� 	OJ L 152, 13.07.1967.
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