Annex I
IT and training facilities

The Contractor must find the best solution as regards the desktop PCs or laptops that are needed for the training courses, and must be able to prepare one ‘master’ machine per course at least two months before each training event starts. It will do so in cooperation with the course trainers and will keep OLAF informed about the status of the machines and about any problem linked to the configuration process. The ‘master’ PCs and/or laptops are the machines used as templates to set up the ‘master image configuration’ for each course.

In determining the number of machines needed, the following points have to be taken into account:

· There must be one machine for each student in the class.
· In each module class of 15 students, two extra machines must be set up for the trainer at the front (one PC or laptop for the PowerPoint presentations and one machine with the same configuration as the students (two to three trainers will run the course).
· In each module class of 15 students, another extra machine must be set up as a spare and two extra hard disk drives as spares with the same configuration installed.
· To sum up, each class of 15 students should host 18 PCs or laptops plus two spare hard disk drives configured with the same course image as in the classroom.
· In the basic courses (80 students), six extra machines must be set up (two to be used by trainers for teaching, two as spares, two for the other trainers at the back of the classroom for testing applications and preparing their material) and four extra hard disk drives must be ready with the same configuration installed, as spares. This makes a total of 86 PCs or laptops plus four spare hard disk drives configured with the same course image as in the classroom.
The PCs and/or laptops (‘master image’) used for the training must be set up in close cooperation between the Contractor and the trainers to make sure that the right software and applications are pre-installed in time. However, it will be the task of the Contractor to deploy the so-called ‘master image configuration’ of each training course to the other machines and to the spare hard disks as requested for each class. OLAF must be kept informed about any problems arising during this process.
The training machines (desktop PCs or laptops) must have the following minimum specifications:

· a fast hard disk drive (type SATA 7200 rpm or SSD drive) with at least 320 GB of storage volume for the operating system;
· USB mouse;
· Microsoft Windows 7 Ultimate 64-bit or Microsoft Windows 8 Pro 64-bit software licences (depending on the trainers’ request);
· 16 GB of SDRAM memory;
· DVD burner, at least dual-layer;
· US QWERTY keyboard;
· 20’ display (to display forensic applications with multiple windows).
If desktop PCs or tower PCs are chosen, a front tray must be available to carry the disk drive of the operating system and to enable it to be changed easily if the PC crashes or if PCs are moved between classrooms (only the hard disk drive of the operating system to be removed).

If laptops are chosen for the classes, they must have:

· a hard disk drive that is easy to take out and change (without any need to dismantle the machine);
· a docking station;
· a US QWERTY keyboard (standard size);
· a USB mouse;
· an extra 20’ display (to be connected to the docking station for each student’s and trainer’s machine).
In each classroom a dedicated machine must be configured with the Microsoft Windows Server 2003 or 2008 operating system and must be set up to share training material and files with the students in the class. The following equipment must also be provided:

· Two projectors with dedicated projector screens must be set up in each classroom.
· A KVM switch must be installed in each room for the trainer to be able to switch between the trainer machine at the front (PowerPoint presentation), the student machine at the front (used by the trainer) and the projectors.
· All classroom machines must be connected in a local network.
· A black and white laser network printer must be installed in each classroom.
· All necessary equipment and devices to set up the local network must be provided and installed (gigabyte network switches, cables, multiple power plugs).
· Internet access must be available in each classroom (wired for student machines).
· Secure Wi-Fi access points must be set up in the training facilities to provide internet access to trainers (inside the classroom) and to all participants outside the classrooms.

At least two staff rooms must be booked with enough space for the administrative staff and OLAF staff present during the session to provide support, and for the trainers.

· The staff room must be equipped to ensure efficient administrative support (a local network with three PCs, one black and white laser printer, one laser colour printer, a CD-DVD duplicator, a DVD robot-type machine with a label printing feature, all necessary desk equipment and materials.
· The staff room must host a dedicated duplication device such as a tower with 10 hard disk drive SATA trays to be able to duplicate and/or wipe 10 SATA hard disk drives at the same time.
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