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Guest Editorial

Dear Readers,

Security is among Europeans’ key concerns in 2015.! Even
though ensuring internal security lies primarily with the
Member States, the new and more complex threats that have
emerged require further synergies at all levels. The European
Agenda on Security presented by the Commission on 28 April
2015 highlights the EU’s added value to Member States’ ac-
tions. It underlines that the EU needs a solid criminal justice
response to terrorism, covering investigation and prosecution
of those who plan terrorist acts or are suspected of recruitment,
training, and financing of terrorism as well as incitement to
commit a terrorist offence.

As Justice Commissioner, my focus will therefore be on the
following five priorities in the implementation of the European
Agenda on Security:

m Combat extremism and radicalisation: EU action against
terrorism needs to address extremism through preventive
measures and to draw on common European values of toler-
ance, diversity, and mutual respect. The Commission will en-
sure that laws tackling racism and xenophobia are correctly
enforced. We will also support actions to combat online hate
speech.

® Make effective use of cooperation between all law-enforce-
ment actors: Working together better means that all actors
involved fully implement existing instruments, including the
European Investigation Order. I plan to accelerate the work
already under way to include the data of non-EU nationals in
the European Criminal Records Information System (ECRIS).
I will also encourage national judges to use Eurojust and Joint
Investigation Teams more often and to take full advantage of
the European Judicial Network. Finally, establishing the Euro-
pean Public Prosecutor’s Office will help prevent fraud against
the EU budget.

m Reinforce the prevention of radicalisation, especially in de-
tention facilities: While detention issues fall mainly under the
competence of the Member States, the risk of radicalisation
and recruitment of potential terrorists in prison is real. I aim
to organise a high-level conference on how to deal with radi-
calised offenders in detention in autumn 2015. We also need
alternatives to detention, especially for young people vulner-
able to radicalisation.

u Combat
more effectively: The recently

terrorist  financing

agreed Anti-Money Laundering
Directive? will help trace suspi-
cious transfers of money and fa-
cilitate the information exchange
between Financial Intelligence
Units and authorities. I will also
look into the freezing and confis-
cation of criminal assets, includ-
ing by extending mutual recogni-
tion instruments to all forms of
confiscation.

® Adapt the legislative frame-
work in full respect of fundamen-
tal rights: The European Union
is founded upon democratic val-
ues. All security measures must
be in line with the EU Charter of
Fundamental Rights and comply
with the principles of necessity, proportionality, and legality.

Véra Jourova

Moreover, common rules on data protection will enable law
enforcement and judicial authorities to cooperate more effec-
tively with one another as well as build confidence and ensure
legal certainty. An agreement by the end of 2015 on the data
protection reform as a whole is crucial, particularly on the pro-
posal for a Data Protection Directive for police and criminal
justice authorities.

Through this shared EU agenda, I urge all actors, EU institu-
tions, national authorities, and EU agencies to work together
in a spirit of mutual trust. We will stand firm on fundamental
rights and work to address the root causes of radicalisation.

Véra Jourova
Commissioner for Justice, Consumers and Gender Equality

1 Eurobarometer on European attitudes toward security http://ec.europa.eu/
public_opinion/archives/ebs/ebs_432_en.pdf
2 http:/lec.europa.euljustice/newsroom/civil/news/150210_en.htm
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Reported by Dr. Els De Busser (EDB) and Cornelia Riehle (CR)

Foundations

Enlargement of the European Union

2014 European Neighbourhood Package
and Review

On 25 March 2015, a set of annual re-
ports were adopted in which the Com-
mission and the High Representative
for Foreign Affairs and Security Policy
assess the implementation of the Euro-
pean Neighbourhood Policy. In addi-
tion to new association agreements with
Georgia, the Republic of Moldova, and
Ukraine, the democratic transition in
Tunisia and strengthened relations with
Morocco are among the main topics of
the reports.

Since the European Neighbourhood
Policy has not been reviewed since
2011, a consultation paper was adopted
on 4 March 2015 in order to launch a
debate on revising the policy in view of
new developments. The adopted docu-
ment is a joint consultation paper by the

* If not stated otherwise, the news reported in the
following sections cover the period January — March
2015.
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Commission and the High Representa-
tive that includes preliminary findings
in terms of lessons learnt, as well as key
questions for a discussion with partners
and stakeholders. (EDB)

»eucrim ID=1501001

Progress for Montenegro Accession

On 30 March 2015, Montenegro opened
two more chapters in its accession nego-
tiations with the EU: chapter 16 on taxa-
tion and chapter 30 on external relations
(see also eucrim 4/2014, p. 95).

This brings the accession progress to
18 of 35 chapters that have been opened
for negotiation and two that have already
been provisionally closed. An accession
conference at the ministerial level is
planned for June 2015 in order to take
the process forward. (EDB)

»eucrim ID=1501002

Schengen

UK Accession to SIS II

The Council, on 10 February 2015,
adopted the Decision on putting into
effect the provisions of the Schengen
acquis on data protection and on provi-

sionally putting into effect parts of the
Schengen acquis on the SIS for the UK.
This means that the UK accedes to SIS
I and shall enter data into SIS II and use
data stored by the system from 13 April
2015 onwards (see eucrim 4/2014, pp.
95-96 and 2/2013, p. 35).

SIS II has been operational since
April 2013 and is run by eu-LISA, the
EU agency for the operational manage-
ment of large-scale IT systems in the
area of freedom, security, and justice.
The information system provides for the
sharing of alerts in five categories:

m Persons wanted for arrest for surren-
der or extradition purposes (in connec-
tion with the EAW);

m Missing persons;

® Persons sought in order to assist with
a judicial procedure;

m Persons and objects subject to discrete
or specific checks;

m Objects for seizure or use as evidence
in criminal trials. (EDB)

»eucrim ID=1501003

Institutions

New Rules on EU Transparency
Register

The Commission and the EP launched a
new version of the transparency register
on 27 January 2015. The register that
was first set up in 2011 aims at increas-
ing the transparency of the decision-
making process and the accountability
of the institutions. It includes a code of
conduct governing the relations of lob-
byists with EU institutions as well as an
alerts and complaints mechanism. The
most visible feature is a website where
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organisations representing particular in-
terests at the EU level can register and
where up-to-date
those interests is available.

information about

The changes to the existing system
mostly concern lobbying efforts, such
as the way in which they are declared,
additional requirements for information
on involvement in EU committees or
forums, and the legislative files that are
followed. The new system implements
the provisions of the revised inter-insti-
tutional agreement signed between the
EP and the Commission in April 2014.
(EDB)

New Tasks for the Commission and the
ECJ from 1 December 2014 Onwards

A five-year transitional period that was
provided for in Article 10 of Protocol
No. 36 to the Lisbon Treaty expired on
30 November 2014. This means that
from 1 December 2014 onwards, the
Commission and the ECJ have new com-
petences with regard to the former third
pillar. Both institutions can now also use
their powers in the field of police and
judicial cooperation in criminal matters.
The Commission can start infringement
proceedings for the lack of full or cor-
rect implementation of, for example,
Framework Decisions. For the ECJ, it
means that it can issue preliminary rul-
ings on legal acts on police and judicial
cooperation in criminal matters for all
Member States. This was already pos-
sible for the majority of Member States
that had explicitly accepted the Court’s
jurisdiction in this area. A new feature
for all Member States is that requests
for preliminary rulings are no longer an
exclusive undertaking of the highest na-
tional courts. (EDB)

European Parliament

New EP Information Network
On 9 February 2015, the EP introduced
its new information network in the shape

of a blog on Tumblr. By means of con-
stant updates, the blog gathers multime-
dia content that is free for everyone who
wants to report on new developments.
The content is often available in all offi-
cial languages of the EU Member States.
(EDB)

EP Study on Interagency Cooperation
The EP’s LIBE Committee published
a study on the interagency cooperation
and future architecture of the EU crimi-
nal justice and law enforcement area on
26 November 2014. The two main chap-
ters of the researched focused on the
current as well as upcoming cooperation
between Europol, Eurojust, OLAF, EJN,
and the future EPPO regarding the fight
against serious transnational crime, on
the one hand, and the protection of the
EU’s financial interests, on the other.

In the final chapter, the recommenda-
tions and conclusions were divided into
bilateral cooperation between the bodies
for both areas of crime and cross-cutting
recommendations. The latter include a
call on the EU legislator to enhance reg-
ulation of bilateral relations in the rel-
evant legal instruments, especially since
several instruments are the subject of a
decision-making process at the moment.
(EDB)

Court of Justice of the EU (CJEU)

Statistics of CJEU Activity in 2014
Statistics presented on 3 March 2015 re-
veal that 2014 was the most productive
year ever for the CJEU. 1,685 cases were
brought to a close, which is an increase
in productivity of 36.9% in five years.
A record 719 cases were brought to a
close by the Court of Justice in 2014. A
slight decrease in newly initiated cases
was registered in comparison to 2013.
In 2014, a total of 622 new cases were
brought before the Court of Justice, 428
of which were references for a prelimi-
nary ruling.

The average duration of references
for a preliminary ruling amounted to 15
months. In four cases in 2014, an urgent
preliminary ruling procedure was granted.
They were concluded in 2.2 months on
average. The average duration of direct ac-
tions and appeals in 2014 was 20 months
and 14.5 months, respectively. (EDB)

OLAF

New Funds Available under Hercule llI
Programme
On 8 April 2015, OLAF announced
that, in 2015, the Commission increased
available funds under the Hercule III
anti-fraud programme from €13.7 mil-
lion in 2014 to €14.1 million in 2015.
The Hercule III programme aims at sup-
porting Member States in fighting fraud,
corruption, and other illegal activities.
In June 2015, the Commission will
publish “Calls for Proposals” to invite
customs, tax authorities, universities,
and legal experts in the Member States
to present projects that help achieve the
objective of protecting the EU budget.
(EDB)

Cooperation Agreements with UNDP
and 010S
OLAF signed two cooperation agree-
ments on 11 December 2014: one with
the UN Office of Internal Oversight Ser-
vices (OIOS) and one with the Office
of Audit and Investigations of the UN
Development Programme (UNDP). The
partnership with OIOS aims at consoli-
dating anti-fraud cooperation between
the three institutions, while the agree-
ment with the UNDP builds on exist-
ing investigative cooperation involving
funds from both the EU and the UNDP.
The new alliances strengthen the in-
stitutions’ fight against fraud, corrup-
tion, and other illegal activities affecting
their financial interests, including setting
up joint investigation teams. (EDB)
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NEWS — EUROPEAN UNION

Europol

Connection with SIS 1l
On 10 December 2014, Europol was con-
nected to the second generation Schengen
Information System (SIS II), immediately
performing its first query to the system.
Since September 2013, preparations
and tests had been conducted by the Eu-
ropean Agency for the Operational Man-
agement of large-scale IT Systems in the
Area of Freedom, Security and Justice
(eu-LISA) to set up Europol’s access to
the SIS II. Eu-LISA started its activities
on 1 December 2012 and currently pro-
vides 24/7 operational management for
EURODAC, the Visa Information Sys-
tem (VIS), and the SIS II. (CR)
»eucrim ID=1501011

Operation Opson IV Seizes Thousands
of Tonnes of Counterfeit Food and Drink
During December 2014 and January 2015,
so-called Operation Opson IV resulted in
the seizure of more than 2,500 tonnes of
counterfeit and illicit food. Examples of
faked food included, for instance, frozen
seafood doused with chemical substances
and sold as fresh. Of the nearly 275,000
litres of drinks recovered throughout the
world, counterfeit alcohol was among the
most seized product.

The operation was coordinated by In-
terpol and Europol and involved police,
customs, national food regulatory bod-
ies, and partners from the private sector
in 47 countries around the globe. Coun-
tries that took part in Operation Opson
IV included inter alia Austria, Colombia,
Egypt, France, Italy, Kenya, The Nether-
lands, Peru, Philippines, Rwanda, South
Korea, South Sudan, Spain, Sudan, Swe-
den, Tanzania, Thailand, Turkey, United
Kingdom, USA, and Vietnam. (CR)
»eucrim ID=1501012

Memorandum of Understanding Signed
with AnubisNetworks

To further the cooperation between law
enforcement and private industry in the
fight against cybercrime, in January
2015, Europol’s EC3 signed a Memo-
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randum of Understanding (MoU) with
AnubisNetworks, an IT Security compa-
ny offering threat intelligence and email
security. The MoU establishes the pos-
sibility to work together through the ex-
change of expertise, statistics, and other
strategic information. (CR)

»eucrim ID=1501013

Memorandum of Understanding

Signed with S21sec

On 11 February 2015, Europol’s EC3
signed a Memorandum of Understand-
ing (MoU) with S21sec, a multinational
firm based in Spain that provides cyber-
security services and technology. The
MoU allows the two organisations to
exchange knowledge and expertise on
cybercrime and to cooperate to combat
cyber fraud, particularly in the area of
malware. (CR)

»eucrim ID=1501014

Eurojust

10th Annual JIT Meeting

The conclusions of the 10th annual
meeting of National Experts on Joint In-
vestigation Teams (JITs) have been pub-
lished. The meeting, which took place

Common abbreviations

at Eurojust on 25-26 June 2014, was
attended by national experts and practi-
tioners from a vast majority of Member
States, representatives of Eurojust, Eu-
ropol, the European Commission, the
General Secretariat of the Council, the
European Parliament, OLAF, CEPOL,
EJTN, the Secretariat of the Council of
Europe as well as prosecutors and law
enforcement personnel engaged in EU-
funded projects in the European Union’s
neighbouring countries. The conference
dealt with the following:

m The greater involvement of non-EU
states in JITs;

m Other forms of cooperation with non-
EU States;

m The different legal basis when coop-
erating with non-EU States;

m Particularities regarding the exchange
of information and evidence in JITs in-
volving non-EU States;

m The contribution of the JITs Network
to the promotion of JITs with non-EU
States. (CR)

»eucrim ID=1501015

Drug Trafficking: Eurojust Report
Published

On 14 January 2015, Eurojust published
its Implementation Report of the Action

CEPOL European Police College

CDPC European Committee on Crime Problems

CFT Combatting the Financing of Terrorism

CJEU Court of Justice of the European Union

ECJ European Court of Justice (one of the 3 courts of the CJEU)
ECtHR European Court of Human Rights

EDPS European Data Protection Supervisor

(M)EP (Members of the) European Parliament

EPPO European Public Prosecutor Office

FIU Financial Intelligence Unit

GRECO Group of States against Corruption

GRETA Group of Experts on Action against Trafficking in Human Beings
JHA Justice and Home Affairs

JSB Joint Supervisory Body

LIBE Committee
(A)ML

Committee on Civil Liberties, Justice and Home Affairs
(Anti-)Money Laundering

Committee of Experts on the Evaluation of Anti-Money Laundering

MLA Mutual Legal Assistance
MONEYVAL
Measures and the Financing of Terrorism
SIS Schengen Information System
THB Trafficking in Human Beings
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Plan on Drug Trafficking. The report as-
sesses the follow-up to the recommen-
dations listed in the Action Plan as a re-
sult of the strategic project ‘Enhancing
the work of Eurojust in drug trafficking
cases.” The report also identifies areas
in which greater efforts are needed and
provides suggestions for possible future
improvement.

According to the report, Eurojust has
met six of the thirteen key performance
indicators established in the Action Plan
for 2012-2013:

Better
meetings;

Participation of Europol and/or third

operation of coordination

States in coordination meetings;

The enhanced use of JITs and other
coordination tools;

Providing advice on potential con-
flicts of jurisdiction;

Increasing the number of coordina-
tion cases.

Improvements with regard to the
development of secure channels and
considerations of cross-border asset re-
covery procedures in cases referred to
Eurojust are still ongoing. (CR)

Eurojust Action Plan against THB:
Mid-term Report Published
As areaction to the relatively small num-
ber of THB cases referred to Eurojust,
in January 2012, Eurojust’s Trafficking
and Related Crimes Team initiated a
strategic project called ‘Eurojust’s ac-
tion against trafficking in human beings
2012-2016.” The action plan is divided
into the following six priority areas:

Enhancing information exchange;

Increasing the number of detections,
investigations, and prosecutions in THB
cases;

Enhancing judicial cooperation, train-
ing, and expertise in THB cases;

Increased cooperation with third
States in THB cases;

Multidisciplinary approaches towards
combating THB;

Disrupting criminal money flows and
asset recovery in THB cases.

In November 2014, Eurojust pub-
lished its mid-term report on the project.
The findings of this report are based
primarily on the analysis of 25 selected
THB cases dealt with by Eurojust.

Looking at its first objective, the re-
port finds that while the total number
of notifications in THB cases remained
extremely low, the percentage of coordi-
nation meetings dealing with THB cases
increased to 11% compared to 9% in the
previous four years (2008-2011).

For the second priority, the report
recognises a slow upwards trend of THB
cases registered at Eurojust. To enhance
judicial cooperation in THB cases, Eu-
rojust assisted the national authorities in
overcoming legal obstacles; facilitated
the setting up, functioning, and funding
of 16 JITs set up for THB cases in 2012
and 2013.

Looking at training and expertise in
THB, Eurojust was involved in various
projects, meetings, and conferences. Ac-
cording to the report, no prosecution ser-
vice made use of the possibility to request
the setting up of a specialised THB unit.

With regard to the goal of increasing
the involvement of third states in THB
cases, the report notes that Eurojust only
has very limited possibilities to influence
the referral of such cases. In 2012 and
2013, no new Eurojust contact point in
a third State has been set up. However,
the number of cooperation agreements
with third states could be increased. In
the area of multidisciplinary approaches
towards combating THB (such as confer-
ences, seminars, expert groups, etc.), the
report finds that additional efforts could
be made. In the vast majority of cases, the
possibility of encouraging Member States
to use multidisciplinary approaches in
THB cases and including this point on the
agenda of coordination meetings was ei-
ther not considered or not followed up on.

Finally, the report states that financial
investigations and asset recovery proce-
dures were used to a large extent during
the reporting period in Eurojust THB
cases. (CR)

Hearing on Foreign Fighters

at the LIBE Committee

On 5 February 2015, the Committee on
Civil Liberties, Justice and Home A ffairs
of the European Parliament (LIBE Com-
mittee) invited the President of Eurojust,
Michéle Coninsx, for an exchange of
views on the criminal justice response
to terrorism/foreign fighters. In the de-
bate, Ms. Coninsx underlined Eurojust’s
operational role in assisting the network
of counter-terrorism prosecutors as well
as the National Correspondents for Ter-
rorism. Furthermore, Eurojust provides
a number of tools such as its Terrorism
Convictions Monitor, support and fund-
ing of JITs, facilitation of EAWs, and
gathering best practice. (CR)

European Judicial Network (EJN)

Ola Lofgren New Secretary to the
European Judicial Network

At the beginning of December 2014, Mr.
Ola Lofgren took up his position as new
Secretary to the EJN.

Before taking up his new post at the
EJN, Mr. Lofgren served at the Swedish
Prosecution Authority for many years,
for instance, as Head of the International
Unit at the Office of the Prosecutor Gen-
eral. Furthermore, Mr. Lofgren has long
experience as contact point to the EJN.
Between 2002 and 2005, he was also
Deputy National Member for Sweden at
Eurojust. (CR)

Agency for Fundamental Rights (FRA)

Joint Statement of EU Agencies
to Strengthen Fundamental Rights
Protection
On 20 February 2015, the heads of EU
agencies signed a joint statement to re-
spect and proactively safeguard funda-
mental rights. The statement included
the agencies’ pledge to:

Promote and raise awareness regard-
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ing fundamental rights within the or-
ganisation;

Promote diversity in the workplace
and mainstream fundamental rights in
agency matters;

Provide staff with an objective and
trusted place to turn to in cases of har-
assment or other forms of inappropriate
behaviour at work;

Encourage fundamental rights com-
pliance in conjunction with external ac-
tivities when and where applicable for
the organisation. (EDB)

Frontex

New Executive Director
On 16 January 2015, Fabrice Leggeri
started his five-year term as the Execu-
tive Director of Frontex.

Mr. Leggeri has long-standing expe-
rience as a civil servant. Before joining
Frontex, he worked at the French Minis-
try of the Interior, where he was in charge
of EU- and Schengen-related issues such
as management of external borders, visa
policies, and migration management. He
has also worked at the French Minis-
try of Defence, the French embassy in
South Korea, and served as a representa-
tive of the central government at the lo-
cal level. Furthermore, when being de-
tached to the European Commission in
2002, Mr. Leggeri was already involved
in the setting up of Frontex. Following
the resignation of Ilkka Laitinen in 2014,
Fabrice Leggeri is the second Executive
Director of Frontex. (CR)

lllegal Border Crossings in 2014

Frontex has published the first figures
regarding detections of illegal border
crossing for the year 2014. According
to the agency, 278,000 detections were
made in 2014, compared to 107,000 in
2013 and 141,000 in 2011. The increase
can mainly be explained by the conflict
in Syria and its spread to Iraq, which led
to a major increase in refugees and dis-
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placed people worldwide. According to
the figures, about 40% of all detections
in 2014 were Kosovo nationals illegally
crossing the external border of the EU/
Schengen area. (CR)

Specific Areas of Crime /
Substantive Criminal Law

Protection of Financial Interests

European Public Prosecutor’s Office —
State of Play

During the JHA Council of 12-13 March
2015, the Council discussed remaining
key issues regarding the proposed regu-
lation on the establishment of the EPPO
(see eucrim 4/2014, p. 100). The focus
of the debate was the question as to the
conditions under which the EPPO would
be able to conclude transactions with
suspects. In view of finalising the first
five chapters of the proposed regulation,

the Latvian presidency is concerned
with the provisions on the functioning of
the EPPO, including rules on the status,
structure, and organisation of the Of-
fice; on the procedure for investigations,
prosecutions, and trial proceedings; and
on judicial review.

With respect to the debate on trans-
actions with suspects, the presidency
reported that a majority of delegations
have, in principle, expressed support for
the idea of a common European system
for transactions. Some delegations sug-
gested a plea bargaining system instead.
Many delegations noted that a transac-
tion should only be possible under cer-
tain conditions, e.g., when the criminal
offence in question is of a minor nature
or the offender is a first-time offender.
Regarding the matter of judicial control,
the question was whether a transaction
concluded without any involvement of
a judge would have the effect of res ju-
dicata. The presidency also reported that
many delegations were of the opinion
that there should be a possibility to ap-
peal against a decision on transactions

— Report

and National Authorities

the framework of Hercule III.

crucial points:

ces and the EPPO.

For further information please contact

Interactions between the European Public Prosecutor’s Office

On 16-17 April 2015, an international conference on “Interactions between the Euro-
pean Public Prosecutor’s Office and national authorities” organized by the European
Law Research Association in Poland took place in Warsaw, Poland. The conference
was co-financed by Kozminski University and the European Commission (OLAF) within

The conference addressed the interesting and challenging issue of possible future
relations between the EPPO and national authorities. The conference was attended
by around 120 participants, including Mr. G. Kessler, Director-General of OLAF, and Mr.
Cezary Grabarczyk, Polish Ministry of Justice. The discussions centered around a few

Perspectives on the establishment of the EPPO and its possible contribution to the
protection of the EU’s financial interests;

The scope of competence of the EPPO;

Exclusive or concurrent competence of the EPPO;

Possible different models of relations between the national public prosecutor’s offi-

The participants emphasized the complexity of the issues to be resolved by the Euro-
pean legislator, encouraging him not to hasten the pace on adopting the regulation on
the EPPO, especially in the context of the rights of EU citizens.

Dr. Celina Nowak: cnowak@kozminski.edu.pl
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by the EPPO, yet some suggested that a
possibility to appeal against decisions of
European Delegated Prosecutors or Per-
manent Chambers to the College may be
sufficient in this sense. In this context of
the debate, the Latvian presidency sought
the guidance of the Council. (EDB)

Proposed Directive
on Protection of Financial Interests
After several technical meetings and po-
litical trilogues in October and Novem-
ber 2014, significant progress is being
made on the proposal for a directive on
the fight against fraud to the EU’s finan-
cial interests by means of criminal law.
The Council and EP positions diverge
on a number of substantive issues (see
also eucrim 2/2014, p. 53). One of these
is the inclusion of VAT within the scope
of the proposed directive. On 27 Novem-
ber 2014, the Presidency drew attention
to this particular point in the discussions.
The EP and the Commission oppose the
Council on this point and insist on the
inclusion of related offences in the pro-
posed directive. As the adoption of the
proposal risks being delayed because of
this debate, the Presidency has invited
Ministers to encourage reflection in their
Member States on possible solutions to
this issue. Another issue is the level of
sanctions and the prescription periods.
The definition of fraud and the inclu-
sion of a new offence of public procure-
ment fraud have also been the subject of
discussion, while agreement could be
reached on the scope of application of
the offence of corruption. (EDB)

Money Laundering

Agreement on Anti-Money Laundering
Package

The EU Commissioner for Justice,
Consumers and Gender Equality, Véra
Jourova, welcomed the Council’s en-
dorsement of the political agreement
that was reached on the so-called anti-

money laundering package. It consists
of two proposed legal instruments: a di-
rective on the prevention of the use of
the financial system for the purpose of
money laundering and terrorist financ-
ing (known as the fourth anti-money
laundering directive, see eucrim 3/2014,
p. 79) and a regulation on information
accompanying transfers of funds to se-
cure “due traceability” of these transfers.

The EP already gave its agreement on
16 December 2014 so that, after a sec-
ond reading, the texts could soon be for-
mally adopted by the EP. Publication in
the Official Journal is expected in June
2015 after which the Member States will
have two years to transpose the acts into
national law. (EDB)

Counterfeiting & Piracy

OLAF and UK Customs Cooperation
Lead to Two Large Seizures

On 12 and 13 March 2015, the coopera-
tion between OLAF and UK Customs
(Her Majesty’s Revenue and Customs
(HMRC)) resulted in over 43 million
cigarettes being seized, amounting to
more than €8 million in unpaid duties
and taxes. The two seizures — one in
Croatia and one in Greece — were suc-
cessfully carried out by local customs
authorities, based on information re-
ceived from OLAF and HMRC. (EDB)

Organised Crime

Priorities in the Fight against Terrorism
The 7 January 2015 attacks in Paris led
to a discussion on policy priorities in the
fight against terrorism during an infor-
mal JHA Council on 29-30 January 2015
in Riga, Latvia. Several priorities and
their urgent implementation had already
been followed up during the JHA Coun-
cil of 12-13 March 2015.

First, a joint statement was adopted on
11 January 2015 by EU Interior Minis-

ters who met in Paris together with inter
alia the EU Counter-terrorism Coordi-
nator Gilles de Kerchove and Commis-
sioner for Migration and Home Affairs
Dimitris
their sympathies and condolences to
the victims’ families, the Ministers re-

Avramopoulos. Expressing

affirmed their unfailing attachment to
the freedom of expression, to human
rights, to pluralism, to democracy, to
tolerance, and to the rule of law. As part
of a comprehensive approach, the fight
against radicalization, especially on the
Internet, took centre stage. One of the
measures already in progress is the es-
tablishment of a RAN (Radicalisation
Awareness Network) Centre of Excel-
lence in support of the RAN launched
in 2011. Spreading of hatred and terror
through the Internet requires coopera-
tion with providers. Additionally, in or-
der to combat terrorist propaganda, the
Member States are urged to make maxi-
mum use of the Syria Strategic Com-
munication Advisory Team (SSCAT) to
be established by Belgium with Euro-
pean funding. Sharing intelligence and
reducing the supply of illegal firearms
are among further measures to be taken.
Progress on the exchange of PNR data
within the EU should be made, and co-
operation with third states is stressed.

Second, during an informal JHA
Council on 29-30 January 2015, the
Member States’ Justice Ministers out-
lined five justice policy priorities:

Preventing and combating anti-Semit-
ic hatred and anti-muslim sentiments by
enforcing existing EU legislation in this
area;

Effectively using law enforcement co-
operation between the Member States,
involving Eurojust and Europol as well;

Efforts should be reinforced to pre-
vent radicalisation, especially in deten-
tion centres;

Adoption and implementation of the
upcoming fourth anti-money laundering
directive;

Accelerating the debate on the Data
Protection Directive in response to ter-
rorism.
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Third, on 12-13 March 2015, the JHA
Council discussed the implementation
of measures prioritised in the aforemen-
tioned statements and focused on areas
in which results can be achieved in the
coming months:

It was agreed to implement systematic
checks on documents and persons based
on a risk assessment at the external bor-
ders without delay, but no later than June
2015;

With regard to Internet content pro-
moting terrorism or violent extremism,
the Ministers agreed that Europol should
take on this additional responsibility and
establish an EU Internet Referral Unit
that should be operational as soon as
July 2015;

The Commission was invited to pro-
pose ways to combat illicit trafficking
of firearms and enhance information ex-
change and operational cooperation on
this topic together with Europol;

The Council agreed to work with the
EP on making progress on a strong and
effective EU PNR Directive with solid
data protection safeguards in the coming
months.

The Council took note of informa-
tion from the EU Counter-Terrorism
Coordinator and the Commission on the
progress achieved in implementing the
measures in the aforementioned state-
ments. They agreed to return to all these
issues at their next meeting, with a view
to reporting to the European Council in
June 2015. (EDB)

Organised Crime Project Report
Published

On 31 March 2015, the final report of a
project called the Organised Crime Port-
folio was published online. The project
was funded by the European Commis-
sion’s Prevention of and Fight against
Crime Programme of DG Home Affairs.
It was carried out by an international
consortium coordinated by Transcrime
(Universita Cattolica Sacro Cuore, Mi-
lan, Italy) and involving seven other
partners.
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The project consisted of an explora-
tory study of the economics of organised
crime with the focus on seven Member
States (Finland, France, Ireland, Italy, the
Netherlands, Spain, and the UK) but also
included an examination of the European
situation. It included questions on where
illicit proceeds are generated, where they
are invested in the legitimate market, and
how much of these proceeds are confis-
cated by European authorities. (EDB)

Cybercrime

New Eurobarometer Study

on Cybersecurity

A new Eurobarometer survey aiming
at providing insight into the evolution
of knowledge, behaviour, and attitudes
towards cybersecurity was released on
10 February 2015. The study was carried
out in October 2014 and is an update of a
survey conducted in 2013, using mostly
the same questions.

Conclusions show that levels of Inter-
net use still vary significantly but that the
use of the Internet through smartphones
and tablets has increased dramatically
since 2013. Misuse of personal data and
the security of online payments while
doing online banking and shopping are
what concerns EU citizens the most.
This concern has also increased since
2013. In spite of these concerns, 74%
of the respondents agreed that they are
sufficiently able to protect themselves
against cybercrime. In comparison with
the last survey, slightly more people re-
ported feeling well-informed about the
risks of cybercrime. The percentage
increased from 43% in 2013 to 47% in
2014. 89% of Internet users agreed that
they avoid disclosing personal infor-
mation online based on concerns that
their personal in-formation is not kept
secure by websites or by public authori-
ties. More than half of respondents re-
port being worried about experiencing
various types of cybercrime, especially
identity theft, malicious soft-ware and

online banking fraud. The full report, an
elaborate summary, and factsheets in all
official languages are available on the
Commission’s Eurobarometer webpage.
(EDB)

Procedural Criminal Law

Procedural Safeguards

MEPs Strengthen Draft Rules on
Presumption of Innocence

On 31 March 2015, the LIBE Committee
approved the proposed directive on the
presumption of innocence. Amendments
made to the text include provisions
obliging the Member States to prevent
their public authorities from making
statements that might suggest a suspect
is guilty before a final conviction. This
includes interviews or communication
with the media or leaking of information
to the press. Further amendments aim
to ensure that the burden of proof stays
with the prosecution. A provision was
therefore deleted that would have, in
limited cases, enabled compelling a sus-
pect or accused to provide information
relating to charges against him. Lastly,
the right to remain silent and the right to
be present at trial were enhanced.

The LIBE Committee’s approval
gives the rapporteur a mandate to start
negotiations with the Council, with a
view to reaching an agreement on the
proposed directive. (EDB)

General Approach on Legal Aid

During the JHA Council of 12-13 March
2015, a general approach was reached
on the proposed directive on the right
to provisional legal aid for citizens sus-
pected or accused of a crime and for
those subject to an EAW.

Amendments to the original Com-
mission proposal were made in order to
define more precisely the scope of the
directive. It should not apply to minor
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offences or temporary restrictions of
liberty. A new provision was inserted,
granting provisional legal aid for less
serious offences when this is required in
the interest of justice, as interpreted in
the case law of the ECtHR.

The general approach will form the
basis of the negotiations with the EP.
(EDB)

Fair Trials for Children

On 5 February 2015, the EP’s LIBE
Committee approved draft rules to en-
sure that children suspected or accused
of a crime are assisted by a lawyer at
all stages of criminal proceedings in
any EU Member State (see also eucrim
3/2014, p. 80). Other safeguards include
the right to be informed in simple lan-
guage about the charges against them,
the conduct of the proceedings and their
rights, the right to meet the holder of pa-
rental responsibility once arrested, full
participation in the trial, and detention
separate from adults.

The proposed directive is part of the
so-called roadmap on procedural rights
that was presented in 2009 together with
the Stockholm Programme. (EDB)

Data Protection

Data Protection Reform — State of Play
During the JHA Council of 12-13 March
2015, further progress was made con-
cerning the reform of the EU’s data
protection legal framework (see eucrim
4/2014, pp. 103-104), in particular re-
garding the general data protection regu-
lation. A general approach was agreed
upon regarding the one-stop-shop mech-
anism of the regulation, ensuring that
only one supervisory authority is com-
petent. It was agreed that this mecha-
nism should play a role in important
cross-border cases and will provide for
cooperation and joint decision-making
between the various data protection au-
thorities concerned.

Also, agreement was reached on a set
of principles for lawful, fair, and trans-
parent data processing, with extra atten-
tion being paid to special categories of
personal data that require higher protec-
tion, e.g., data related to health.

With regard to the draft directive on
data protection in criminal matters, dis-
cussions were held during the informal
JHA Council on 29-30 January 2015.
Topics debated included when the gen-
eral data protection regulation would
apply and when the directive would,
considering the specific needs of law en-
forcement. (EDB)

EDPS Strategy 2015-2019

On 2 March 2015, the EDPS presented
his strategy for the upcoming years to
senior representatives of the EU institu-
tions. He focused on three strategic ob-
jectives:

Data protection goes digital: the EDPS
aims to be open to innovative ideas, en-
suring that the traditional data protection
principles can be implemented in a digi-
tal environment. In this respect, account-
ability when handling personal data is a
global challenge. Therefore, designing
technologies that enhance privacy, trans-
parency, user control, and accountability
in large-scale data processing should be
encouraged;

Global partnerships with privacy
and data protection authorities, fellow
experts, non-EU countries, and inter-
national organisations should lead to a
“social consensus” on principles that can
inspire further actions;

The EU data protection reform is
urgent, as technological advancement
continues. In the future, data protection
should be easier, clearer, and less bu-
reaucratic. (EDB)

Discussions on the EU PNR Directive
Proposal

On 26 February 2015, discussions were
held in the LIBE Committee on a new
draft text for setting up an EU system

for the use of Passenger Name Record
(PNR) data. The new report by rap-
porteur Timothy Kirkhope introduces
changes to the original proposal by
the Commission (see eucrim 2/2011,
p- 62). The decentralised nature of the
system remains, but the new text in-
cludes a narrower scope, namely the
EU PNR system would be limited to
terror offences and serious “transna-
tional” crime, e.g., trafficking in human
beings, child pornography, trafficking
in weapons, munitions and explosives.
Intra-EU flights were not part of the
original text but have now been incor-
porated. Due to the technological and
structural demands of setting up such
an EU PNR system for each Member
State, the deadline for transposing the
directive would be extended from two
to three years.

Access to PNR data is proposed to be
five years for terrorism but four years for
other serious crimes. The new draft also
includes references to the ECJ judgment
on data retention and to the current EU
data protection rules. (EDB)

Adoption of Directive on Tracing Traffic

Offenders across Borders

On 13 March 2015, Directive 2015/413
facilitating the cross-border exchange of
information on road safety-related traf-
fic offences was published in the Official
Journal. The new rules on data sharing
help ensure that drivers who commit
offences while abroad in the EU can-
not escape their fines. For a number of
offences (including speeding, not using
a seatbelt, drunk driving, driving under
the influence of drugs, or illegally using
amobile phone while driving), the direc-
tive regulates how EU Member States
share their national vehicle registration
data.

After the ECJ ruled on 6 May 2014
that the previous legal basis for this act
— police cooperation — was incorrect,
the legal basis was changed to transport
safety (see eucrim 2/2014, p. 56). The
old version of the directive did not ap-

eucrim 1/2015 | 9



http://www.mpicc.de/eucrim/news.php?id=1501031
http://www.mpicc.de/eucrim/news.php?id=1501032
http://www.mpicc.de/eucrim/news.php?id=1501033
http://www.mpicc.de/eucrim/news.php?id=1501034
http://www.mpicc.de/eucrim/news.php?id=1501035

NEWS — COUNCIL OF EUROPE

ply in the UK, Ireland, and Denmark,
but this change in legal basis means that
they must put the new directive into ef-
fect in their national laws within two
years of its entry into force. All other
Member States had only until 6 May
2015 to transpose the new rules into na-
tional laws, regulations, and administra-
tive provisions. (EDB)

»eucrim ID=1501036

Police Cooperation

CEPOL Course on Tackling Ebola

From 4 to 6 February 2015, CEPOL
hosted a residential course on the Ebola
Virus Disease (EVD).

* X 5k
*
* *

* *
L T

Council of Europe*
Reported by Dr. Andras Csdri

Foundations

Reform of the European Court
of Human Rights

Annual Activity Report and Statistics
for 2014

On 29 January 2015, President Spiel-
mann presented the annual results of
the ECtHR. The Court had continued
to build on the progress made in 2013.
Working methods, like the single-judge
system, adopted since the entry into
force of Protocol No. 14 (3/2011, p. 116;
1-2/2009, pp. 27-28 and 4/2009, p. 147),
proved effective, and the number of
pending cases decreased by 30% com-
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Key topics of the course were as fol-
lows:

® A summary of the situation in West
Africa regarding EVD;

m EVD symptoms and their recognis-
ability;

m Good practice in dealing with (poten-
tially) infected citizens from a profes-
sional angle;

m The importance and establishment
of national safety protocols regarding
EVD;

m Prevention possibilities;

m Safety measures for others as well as
self-protection measures;

m Connections with colleagues in other
countries for benchmarking and mutual
support on this matter. (CR)

»eucrim ID=1501037

pared with the end of 2013. Still, more
than half of the pending cases are repeti-
tive cases, and the President stressed that
endemic problems need to be solved at
the domestic level rather than before the
ECtHR.

The Court also issued its annual ac-
tivity report and its statistics for 2014.
The annual table of violations by coun-
try shows that the states with the high-
est number of judgments finding at least
one violation of the ECHR were Russia,
Turkey, Romania, Greece, and Hun-
gary. Half the priority cases concerned
Russia or Romania. The statistics indi-
cate a lower number of incoming cases
allocated to a judicial formation. This
is partly the result of a new approach

to Rule 47, which determines what ap-
plicants are required to do (see eucrim
1/2014, p. 15 and 4/2013, p. 123) but
also because of a lower number of new
applications (an overall decrease of
15% compared with 2013). 43,450 of
the 56,250 applications were identified
as single-judge cases likely to be de-
clared inadmissible. This has all helped
the Court to reduce the number of pend-
ing cases.

The total number of decisions on in-
terim measures under Rule 39 increased
by 20%, and the cases in which the Court
granted requests for interim measures
increased 100% compared with 2013.
This increase can be mostly linked to the
conflict in Ukraine.

Finally, the number of priority appli-
cations (falling within the top three cat-
egories) dealt with at different stages of
the procedure in 2014 increased by 32%
compared to 2013.

»eucrim ID=1501038

Court Published Updated Edition

of Admissibility Guide

On 3 December 2014, the Court
launched an updated third edition of
its Practical Guide on Admissibility
Criteria, which describes the formal
conditions that an application to the
Court must meet. The third edition cov-
ers case law up to 1 January 2014. The
previous editions were translated into
more than twenty languages. So far,
the latest edition is available in Eng-
lish and French on the Court’s Internet
site, with more language versions to be
added over time. President Spielmann
stressed that, despite the reduction in
the number of pending cases, the Court
still receives far too many inadmissi-
ble applications. The vast majority of
cases (92% of those decided in 2013)
will be rejected by the Court on one of
the grounds of inadmissibility. There-
fore, practitioners should study the

* If not stated otherwise, the news reported in the
following sections cover the period January — March
2015.
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Practical Guide carefully before decid-
ing to bring a case before the Court.
In order to make potential applicants
aware of the requirements, the Court
has expanded its range of information
material in all official languages of the
state parties to the Convention. These
materials include videos explaining the
admissibility criteria, how to fill in the
application form correctly, and an inter-
active checklist.

Specific Areas of Crime

Corruption

GRECO Fourth Round Evaluation Report
on Germany

On 28 January 2015, GRECO published
its Fourth Round Evaluation Report on
Germany. The fourth and latest evalua-
tion round was launched in 2012 in or-
der to assess how states address issues
such as conflicts of interest or declara-
tions of assets with regard to parliamen-
tarians (MPs), judges, and prosecutors
(for further reports, see eucrim 3/2014.
p. 83.;4/2014. pp. 104-106.).

Though the overall assessment of the
German system was positive, the report
raised some issues. As regards MPs’
conflicts of interest, the report calls for
further development of the Code of
Conduct for MPs and their disclosure
obligations (which are currently lim-
ited to income from secondary activities
and donations). MPs should publicly
declare potential or actual conflicts of
interest as they arise, and monitoring
needs to prevent violations of the rules
on parliamentary comportment. Access
to information throughout the legisla-
tive process shall be improved as well,

in particular with regard to third-party
involvement in decision-making.

While GRECO acknowledges the
individual independence of judges and
public prosecutors, there are concerns
with regard to their structural independ-
ence from governing bodies, which de-
cide on fundamental matters such as the
appointment of judges.

The report was particularly con-
cerned with the right of the Ministers of
Justice to give instruction in individual
cases and recommends that steps be
taken to ensure that the justice system is
free from political influence. In addition,
GRECO acknowledges the high qual-
ity of the judiciary and the prosecution
service in Germany, but was concerned
about growing dissatisfaction among
professionals with the human and finan-
cial resources available for the justice
system.

GRECO President Requires Stronger
Political Will to Fight Corruption

On 8 December 2014, Marin Mrcela,
President of GRECO, stressed in a state-
ment that rarely a day goes by without a
corruption scandal hitting the headlines.
However, institutions set up to fight cor-
ruption frequently lack resources and
face legal obstacles or even political in-
terference while doing their work.

The results of GRECO evaluations
give good reason to ring the alarm bells
in order to boost the integrity of MPs,
judges, and prosecutors. While citizens
continue to protest on the streets to de-
nounce the corruption of those who are
meant to responsibly manage public and
civil affairs, there is a stronger need for
political will to bring about lasting pro-
gress.

Money Laundering

MONEYVAL Public Statement

on Bosnia Herzegovina

At its 35th plenary meeting on 11-14
April 2011, MONEY VAL invited Bos-
nia and Herzegovina to develop a clear
action plan in response to MONEY-
VAL’s third round evaluation report. At
its 37th plenary meeting on 13-16 De-
cember 2011, MONEY VAL noted that
an action plan had been adopted, but
the 44th plenary meeting on 31 March
to 4 April 2014 stated that the major-
ity of the objectives in the action plan
had not been fully addressed or even
rejected. As a consequence, MONEY-
VAL issued a public statement on 1
June 2014. A fourth assessment visit to
Bosnia and Herzegovina was conducted
from 18 to 29 November 2014. Though
the report on the fourth assessment will
not be adopted before September 2015,
the emerging findings of the assessment
team were shared with the 46th Plenary
on 8-12 December 2014. The plenary
decided to maintain Bosnia and Herze-
govina at step three of its compliance
enhancing procedures and adopted a
revised public statement. It calls upon
the states and territories evaluated by
MONEYVAL to advise their financial
institutions to pay special attention by
applying enhanced due diligence meas-
ures to transactions with persons and
financial institutions from or in Bosnia
and Herzegovina, in order to address the
money laundering and financing of ter-
rorism risks.

The revised statement urges Bosnia
and Herzegovina to immediately and
meaningfully address its remaining de-
ficiencies in AML and CFT regimes,
in particular by amending its criminal
code.
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The Contribution of the Council of Europe

to the Fight against Foreign Terrorist Fighters

The Draft Additional Protocol to the Council of Europe Convention on the Prevention of Terrorism 2005

Nicola Piacente

On 24 September 2014, the Security Council of the United
Nations, acting under Chapter VII of the Charter of the United
Nations, expressing grave concern over the acute and growing
threat posed by foreign terrorist fighters, unanimously adopted
Resolution 2178 (2014) on “Threats to international peace
and security caused by terrorist acts” (hereinafter UNSCR
2178).The main measures enumerated in UNSCR 2178 (Art.
6) include establishing as criminal offences the travelling or
attempting to travel to another state “for the purpose of the
perpetration, planning, or preparation of, or participation
in, terrorist acts, or the providing or receiving of terrorist
training;” the “willful provision or collection” of funds to be
used for travelling to another state to carry out terrorist acts,
as well as the “willful organisation or other facilitation” of
such travels.In the view to implement the Security Council of
the United Nations UNSCR 2178, at its 27 plenary meeting
(November 2014), the Committee of Experts on Terrorism
(CODEXTER), in its position as steering committee of the
Council of Europe responsible for the formulation of counter-
terrorism policies examined the issue of radicalization and
foreign terrorist fighters. Under the direction of the Council of
Europe Secretary General, they decided to adopt the draft terms
of reference, to be submitted to the Committee of Ministers,
for an ad hoc committee to be established in order to elaborate
and negotiate, under the authority of the CODEXTER, a Draft
Additional Protocol to the Council of Europe Convention on
the Prevention of Terrorism.

On 22 January 2015, the Committee of Ministers, at the
suggestion of CODEXTER, set up this ad hoc committee
for the purpose of drafting an additional protocol (hereinaf-
ter the Draft Additional Protocol) to the Council of Europe
Convention on the Prevention of Terrorism (CETS No. 196)
from 2005 (hereinafter the Mother Convention). It also ad-
opted the Terms of Reference for the Committee on For-
eign Terrorist Fighters and Related Issues (COD-CTE). The
COD-CTE, under the auspices of CODEXTER, was tasked
with preparing the Additional Protocol to the Mother Conven-
tion and with examining the following: The criminalization of
the following acts when committed intentionally:

Being recruited, or attempting to be recruited, for terrorism;
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Receiving training, or attempting to receive training, for ter-
rorism;

Travelling, or attempting to travel, to a state other than the
state of residence or nationality for the purpose of the perpetra-
tion, planning, or preparation of, or participation in, terrorist
acts, or the providing or receiving of terrorist training;

Providing or collecting funds for such travels;

Organizing and facilitating (other than “recruitment for ter-

rorism”) such travels;
Whether any other act relevant for the purpose of effectively
combating the phenomenon of foreign terrorist fighters, in the
light of UNSCR 2178, should be included in the Draft Addi-
tional Protocol.

The main objective of the Additional Protocol is to supplement
the aforesaid Mother Convention with a series of provisions
aimed at implementing the criminal law aspects of UNSCR
2178. After three meetings held by COD-CTE, CODEXTER
adopted at the plenary meeting on 8-10 April 2015 a Draft Ad-
ditional Protocol to Convention (2005)196 and its explanatory
report (to be submitted to the Committee of Ministers for final
approval and, later, to the State Parties for signature, which has
been scheduled for June 2015). The Draft Additional Protocol
calls upon State Parties to criminalize the following misconduct:

Participating in an association or group for the purpose of
terrorism (Art. 2);

Receiving training for terrorism (Art. 3);

Travelling abroad for the purpose of terrorism (Art. 4);

Funding travelling abroad for the purpose of terrorism (Art. 5);

Organizing or otherwise facilitating travelling abroad for
the purpose of terrorism (Art. 6).

I. Participating in an Association or Group
for the Purpose of Terrorism (Art. 2)

Pursuant to the terms of reference set up by the Committee
of Ministers, CODEXTER considered the criminalization of
participation in an association or group for the purpose of
terrorism and receiving training for terrorism to be two ad-
ditional tools aimed at implementing the criminal law aspects



of UNSCR 2178 and completing the provisions of the Mother
Convention. The Mother Convention has not, in fact, called
on states to outlaw the terrorist association or group per se
but only “recruitment for terrorism,” which is the “active”
solicitation of another person to commit or participate in the
commission of a terrorist offence or to join an association or
group, for the purpose of contributing to the commission of
one or more terrorist offences by the association or the group.
Neither the Mother Convention nor the draft protocol define
the terrorist association or group and/or state the difference
between “association” and “group.” In fact, pursuant to the
Mother Convention’s explanatory report, the terms “associa-
tion or group” can be interpreted as “proscribed” organizations
or groups in accordance with national legislation.

Looking at the EU’s binding instruments, the 2002/475 JHA
Council Framework Decision on combating terrorism (that refers
only to the terrorist group) criminalizes not only the participa-
tion in the activities of a terrorist group (including the supplying
of information or material resources, or the funding its activities
in any way, with knowledge of the fact that such participation
will contribute to the criminal activities), but also the directing
a terrorist group (Art. 2 of the Framework Decision). The
2002/475 JHA Council Framework Decision also contains a
clear definition of terrorist group (a structured group of more
than two persons established over a period of time and acting in
concert to commit terrorist offences?). It should be highlighted
that Art. 2 of the draft protocol does not perfectly mirror Art. 6
of the Mother Convention and the initial relevant term of refer-
ence (being recruited, or attempting to be recruited, for terror-
ism). Since the initial work of the COD-CTE, it became clear that
the criminalization of “passive recruitment” would create prob-
lems in some legal systems. The drafters therefore decided that
State Parties should criminalize behavior they deemed closely
related to that of “being recruited for terrorism,” namely “par-
ticipating in an association or group for the purpose of terrorism”
(which is misconduct, usually following a recruitment process).
The agreed upon draft of Art. 2 is limited to the participation in
the activities of an association or group for the purpose of com-
mitting or contributing to the commission of one or more ter-
rorist offences by the association or group (irrespective of the
effective perpetration of a terrorist offence). Being recruited for
the purpose of committing a terrorist offence of an individual
neither being a member of, nor acting on behalf of an association
or group has therefore not been criminalized, neither in the draft
protocol nor in the above-mentioned EU Framework Decision.

Il. Receiving Training for Terrorism (Art. 3)

The draft protocol criminalizes receiving training for terrorism
purposes (irrespective of the effective perpetration of a terror-

ist offence after training), that is receiving instruction, including
obtaining knowledge or practical skills from another person in
the making or use of explosives, firearms, or other weapons, or
noxious or hazardous substances, or in other specific methods
or techniques, for the purpose of carrying out or contributing to
the commission of a terrorist offence. Art. 3 of the Protocol was
intended to mirror Art. 7 of the Mother Convention (criminal-
izing active training for terrorism) by binding State Parties to
criminalize the receiving of training enabling the recipient to
carry out or contribute to the commission of terrorist offences.
Receiving training for terrorism purposes is not regulated either
by the Framework Decision 2002/475/JHA on combating terror-
ism or by the Council Framework Decision 2008/919/JHA of
28 November 2008 amending Framework Decision 2002/475/
JHA Pursuant to the draft explanatory report of the draft pro-
tocol, the receiving of training for terrorism may take place in
person (e.g., by attending training camps) or through various
electronic media, including the Internet.

It must be highlighted, however, that the mere visiting of web-
sites containing information or receiving communications that
are potentially useful for training for terrorism is not deemed
sufficient to consider the crime of receiving training for ter-
rorism as having been perpetrated. Following the case law of
several national systems that already criminalized the receiv-
ing of training for terrorism purposes, the drafters of the Pro-
tocol meant that the perpetrator must normally take an active
part in the training, e.g., by participating in interactive training
sessions via the Internet. Pursuant to the protocol, the crimi-
nalization of this offence is not confined to the (either active or
passive) training within a terrorist association or group. Law
enforcement agencies are thus enabled to investigate and pros-
ecute perpetrators, including those ultimately acting alone,
and all training activities having the potential to lead to the
commission of terrorist offences. Contrary to the 2002/475
JHA Council Framework Decision, which criminalizes incite-
ment and the aiding and abetting of offences related to a ter-
rorist group (such as participation in or direction of a terrorist
group), and to the Council Framework Decision 2008/919/
JHA, which criminalizes incitement and the aiding and abet-
ting of training for terrorism, the drafters of the new Coun-
cil of Europe draft instrument did not consider it necessary
to criminalize the attempt or the aiding or abetting of partici-
pating in an association or group for the purpose of terrorism
(Art. 2) and receiving training for terrorism (Art. 3).

Ill. Travelling Abroad for the Purpose of Terrorism
The core of the draft protocol is the specific implementation

at the regional level of the Council of Europe of the UNSCR
2178 through the criminalization of the following:
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Travelling abroad for the purpose of terrorism;

Funding travelling abroad for the purpose of terrorism;

Organizing or otherwise facilitating travelling abroad for
the purpose of terrorism.
Taking into account the specific provision of the above-men-
tioned resolution,? the draft protocol criminalises travelling
abroad for the purpose of terrorism, that is travelling or at-
tempting to travel to a state (travel to the state of destination
for terrorism purposes may be direct or via transit through
other states en route), which is not that of the traveller’s na-
tionality or residence, for the purpose of the commission of,
contribution to, or participation in a terrorist offence or for the
providing or receiving of training for terrorism.

State Parties are thus bound to criminalize anyone “travelling
abroad for the purpose of terrorism” from their own territories
or their own nationals (irrespective of the geographical loca-
tion of the starting point of the travel), when committed un-
lawfully and intentionally. When criminalizing travelling for
terrorism purposes, each State Party may establish conditions
required by and in line with its constitutional principles. Ac-
cording to the clarifications provided for by the draft explana-
tory report to the draft protocol, the following prerequisites
must be fulfilled for the travels specified by the draft protocol
to be prosecuted:
1) The real purpose of the travel must be for the perpetrator
to commit or participate in terrorist offences, or to receive or
provide training for terrorism, in a state other than that of his
nationality or residence (irrespective of the effective perpetra-
tion of a terrorist offence);
2) The perpetrator must commit the crime intentionally and
unlawfully;
3) The act of travelling must be criminalized under very spe-
cific conditions and only when the terrorism purpose is proven:
a) in accordance with the domestic law of a State Party, with
the specific, applicable criminal procedures of said Party
and pursuant to the general principle of the rule of law;
b) through evidence submitted to an independent court for
scrutiny.

Members of CODEXTER considered the seriousness of the
threat posed by foreign terrorist fighters to require a robust
response, which, for Council of Europe Member States,
should be fully compatible with human rights and the rule
of law and proportionate with the principles of the ECHR
(and, in particular, with the right to freedom of movement
as enshrined in Art. 2 of Protocol No. 4 to the ECHR, taking
into account that the aforementioned Convention allows
for the right to freedom of movement to be restricted under
certain conditions, including the protection of national
security),* its applicable case-law, and national legislation
and case-law.
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The draft protocol does not contain an obligation for State
Parties to ban or criminalize all travel to certain destinations.
introduce administrative
measures, such as the withdrawal of passports. The drafters

Parties are also not bound to

of the Protocol considered that the wording of Paragraph 6
(a) of UNSCR 2178 does not contain an obligation for states
to criminalize the act of travelling “for the purpose of the
perpetration, planning, or preparation of, or participation in,
terrorist acts, or the providing or receiving of terrorist training”
as a separate criminal offence. In fact, in some legal systems,
the act of travelling for the purpose of terrorism may normally
be criminalized as a preparatory act to the main terrorist
offence or as an attempt to commit a terrorist offence.

It can be easily observed that great relevance has been given
to active and passive training for terrorism purposes. This
misconduct has been criminalized per se by the Mother
Convention (active training) and by the Draft Additional
Protocol (passive training). Active and passive training for
terrorism also comprises the purpose of the act of travelling.
Neither the activities of armed forces during an armed conflict,
which are governed by international humanitarian law, are
governed by the provisions of the draft protocol, nor are the
activities undertaken by military forces of a State Party in
exercise of their official duties, as far as they are governed
by other rules of international law. Members of COD-CTE
decided not to criminalize the travels for terrorism purposes
undertaken by the so-called returnees; that is, by foreign
terrorist fighters returning to the State Parties in which they
are citizens or residents.

IV. Funding Travelling Abroad for the Purpose of Ter-
rorism (Art. 5) and Organizing or Otherwise Facilitating
Travelling Abroad for the Purpose of Terrorism (Art. 6)

These two offences can be criminalized as preparatory acts or
as aiding and abetting the main offence, that is travel for ter-
rorism purposes. The wording of Art. 5 recalls the wording of
Operative paragraph 6 (b) of UNSCR 2178 and of Art. 2, para-
graph 1 of the International Convention for the Suppression
of the Financing of Terrorism of the United Nations of 1999.

The funding of travelling abroad for terrorism purposes is com-
mitted by “providing or collecting” funds fully or partially en-
abling any person to commit the crime of travelling abroad for
the purpose of terrorism. Looking at the draft explanatory report
to the draft protocol, the funds may come from a single source,
e.g., as a loan or a gift provided to the traveller by a person or
legal entity or from various sources through some kind of col-
lection organized by one or more persons or legal entities. The
funds may be provided or collected “by any means, directly or
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indirectly.” Organizing and facilitating travelling abroad for ter-
rorism purposes refers to a variety of conduct related to practical
arrangements connected with travelling and to any other conduct
than that falling under “organization,” which assists the traveler
in reaching his or her destination. In order to deem these two of-
fences as having been committed, it is required that:

1) The perpetrator acts intentionally and unlawfully;

2) The perpetrator is aware that the funds are fully or partially
intended to finance travelling abroad for the purpose of terror-
ism;

3) The perpetrator is aware that organization and facilitation
refer to travelling abroad for the purpose of terrorism.

As regards the definition of “funds,” the drafters refer to the
definition contained in Art. 1, paragraph 1 of the UN International

Convention for the Suppression of the Financing of Terrorism.
The drafters did not consider it necessary to criminalize attempt
or the aiding or abetting of these two offences. State Parties are,
however, free to do so if they consider it appropriate in their
domestic legal systems.

The draft protocol, due also to the participation of the EU in
the negotiations in Strasbourg, might help the EU (in view of
implementing the European Agenda on Security for the period
2015-2020 set out by the European Commission)® to update
the above-mentioned 2008 Framework Decision on terrorism
through the criminalization of travel for terrorism purposes, to
strengthen its response to terrorism and foreign terrorist fighters,
and to provide Member States with better tools to tackle this
phenomenon.

1 Pursuant to UNSCR 2178, foreign terrorist fighters are individuals who travel

to a state other than their state of residence or nationality for the purpose of the

perpetration, planning, or preparation of, or participation in, terrorist acts or the pro-

viding or receiving of terrorist training, including in connection with armed conflict.

2 Pursuant to the 2002/475 JHA Council Framework Decision, “structured group”

shall mean a group that is not randomly formed for the immediate commission of

an offence and that does not need to have formally defined roles for its members,
continuity of its membership, or a developed structure.

3 ... all states shall ensure that their domestic laws and regulations establish seri-

ous criminal offenses sufficient to provide the ability to prosecute and to penalize in

a manner duly reflecting the seriousness of the offense:

(a) their nationals who travel or attempt to travel to a state other than their state of
residence or nationality and other individuals who travel or attempt to travel from
their territories to a state other than their state of residence or nationality, for
the purpose of the perpetration, planning, or preparation of, or participation in,
terrorist acts, or the providing or receiving of terrorist training;

(b) the willful provision or collection, by any means, directly or indirectly, of funds
by their nationals or in their territories with the intention that the funds should
be used, or in the knowledge that they are to be used, in order to finance the
travel of individuals to a state other than their state of residence or nationality for
the purpose of the perpetration, planning, or preparation of, or participation in,
terrorist acts or the providing or receiving of terrorist training;

Nicola Piacente

Deputy Chief Prosecutor; Prosecution Office of Genova
Chair of CODEXTER

(c) the willful organization or other facilitation, including acts of recruitment, by their
nationals or in their territories of the travel of individuals who travel to a state
other than their state of residence or nationality for the purpose of the perpetra-
tion, planning, or preparation of, or participation in, terrorist acts or the providing
or receiving of terrorist training.

4 See also Art. 12 of the International Covenant on Civil and Political Rights of the

United Nations.

5 See Communication from the Commission to the European parliament, the

Council, the European Economic and Social Committee, and the Committee of

Regions COM (2015) 185 final.

Coping with Unpredictability

The European Union and Terrorism

Sanderijn Duquet and Prof. Dr. Jan Wouters

Terrorism remains a major concern for the international com-
munity. Terrorist attacks are unpredictable events with far-
reaching consequences for economic, social, and political life.
Having never been far out of the picture, the threat of terrorism

seems to have taken centre stage once again. Media and civil
society increasingly report the atrocities committed by terror-
ist organizations, including Islamic State (IS), Al-Shabab, and
Boko Haram. Closer to home, deadly attacks on a British sol-
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dier in London in broad daylight in May 2013, on tourists at
a Jewish Museum in Brussels in May 2014, and, recently, on
journalists at the Paris Headquarters of the satirical magazine
Charlie Hebdo in 2015, have left the European citizen alarmed.

Public authorities have been struggling to anticipate and to
respond to sudden, politically-inspired attacks that target citi-
zens and society. The European Union (“EU” or “Union”) is
sensitive to the issue and, for many years now, has participated
in the fight against terrorism. Following a surge of EU coun-
terterrorism action in the first few years of the 21st century,
however, a sense of “fatigue” in fighting terrorism was detect-
able in the years that followed.! This is remarkable, since Eu-
ropol’s strategic analyses have consistently indicated a high
threat of terrorism in Europe.? The EU’s involvement has
never been an obvious choice. Traditionally, the EU’s Member
States have occupied a central role in this arena, ranging from
the work undertaken by their national intelligence services to
the criminal prosecution of perpetrators. Yet, the 2015 Paris
attacks seem to have created new momentum for the EU and
its Member States to manage the unmanageable problem of
terrorism. In light of a global context that is different to that
of post-9/11, and considering the changing nature of the threat
of (home-grown) terrorism, the revitalization of regulatory
answers is required. This contribution examines whether and
how the EU advances risk-oriented approaches in its counter-
terrorism management. It will be argued that it is necessary
for the Union to focus not only on threats posed by terrorism,
but, importantly, to further develop its legal framework on the
cooperation among Member States in the criminal sphere. Fol-
lowing a brief overview of the EU’s counterterrorism strategy,
we reflect on the use of the concept of risk as a parameter in
counterterrorism regulation. A final section concludes.

I. Some Key Principles of the EU’s Counterterrorism
Framework

An “event-driven” counterterrorism strategy has dominated
the past fifteen years of EU counterterrorism management.
Three major terrorist attacks (in New York/Washington DC,
Madrid, and London) that occurred between 2001 and 2005
serve as landmark moments that have shaped law- and policy-
making. All three events caused disorder in Europe, altered
threat perceptions, and (at least temporarily) led to a greater
political will to address terrorism.*

Following the 9/11 attacks, a comprehensive EU Action Plan
to Fight Terrorism was adopted within two weeks. The Ac-
tion Plan implemented parts of the 1999 Tampere Programme,
which had until then received little support, and served as the
policy basis for legal instruments adopted in the course of
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the following months.> The most significant of these instru-
ments were the two Council Framework Decisions of 13 June
2002 on Combating Terrorism® and the European Arrest War-
rant.” External action in the field of law enforcement was also
strengthened. Such cooperation took the form of a Europol-
US Agreement on the exchange of personal data® and EU-US
Agreements on extradition’ and mutual legal assistance.'’
Institutionally, new departments and functions were created
and anti-terrorist teams within Europol and Eurojust were es-
tablished. The Madrid 2004 attack re-invigorated this political
will. Only days later, on 25 March 2004, the European Council
adopted a Declaration on Combating Terrorism,!' and, in May
2004, the Commission negotiated a transatlantic agreement on
the use and transfer of passenger name (“PNR”) records to
the US Department of Homeland Security.'? In order to facili-
tate interstate police and judicial cooperation and recognition,
frameworks were developed, and extradition and arrest war-
rant procedures were simplified. In the same month, Gijs de
Vries was appointed the first EU Counterterrorism Coordina-
tor within the Council Secretariat to overcome coordination
problems related to the proliferation of counterterrorism ac-
tion in the Union.!? Since 2007, the position has been held by
Gilles de Kerchove.

In July 2005, the city of London was attacked. This built a
fresh wave of political momentum that served to speed up on-
going regulatory work. Importantly, the momentum resulted
in the adoption of the EU Counterterrorism Strategy (“CTS”
or “Strategy”).'* The Strategy’s structure reflects the idea that
threats should be tackled at different stages and introduces
four pillars to this effect (“Prevent,” “Protect,” “Pursue,” and
“Respond”). Along with the development of a more compre-
hensive approach to counterterrorism, for the first time, the
CTS added risk parameters to the Union’s counterterrorism
policy. It did so by cautiously introducing the concepts of risk
prevention and risk response. In the first decade of the new
millennium, the EU’s management of counterterrorism was
driven by public shock, often leading to hasty decision-mak-
ing. Transatlantic talks have were, to a lesser extent, subject
to these political mood swings and have continued even in pe-
riods of counterterrorism fatigue within the EU. Cooperation
focused mainly on the promotion of information sharing (see:
the 2010 Terrorist Finance Tracking Program; the 2012 entry
into force of the PNR Agreement) and on strengthening border
controls and transport security. Such data sharing has been an
object of great concern for the European Parliament as well as
for European civil liberty groups. The protection of European
citizens’ privacy rights has featured in intense debates in Par-
liament and procedures before the Court of Justice of the EU.
This was no different when the Commission tabled a proposal
on the development of a European PNR system in 2011, which
is still being negotiated with the Council and the Parliament.



Il. The Concept of Risk in the EU’s Counterterrorism
Framework

Post-2005, strategic thinking grounded in risk analysis has
slowly been making an appearance in the Union’s counterter-
rorism policy. Laws and policies were designed to manage
threats posed by terrorism, on the one hand, and to manage
the vulnerability of the Union, its Member States, and its citi-
zens, on the other. The first set of laws and policies acknowl-
edges the potential danger of terrorism both within and outside
the Union’s borders and focuses on the reduction of threats
that can be quantified and analysed. The starting point of the
second set of laws and policies is different: it emphasizes the
enhancement of the legal framework to make the Union less
vulnerable in case a terrorist attack occurs. Rather than cen-
tralising external threats (focus on the “other”), it stresses the
protection of European citizens via the refinement of EU laws
on terrorism (focus on the “self”).

1. Reducing the threat of terrorism

To reduce the threat posed by terrorism, the Union relies on
criminal investigation methods and measures preventing radi-
calisation. Due to its limited powers in criminal law-making,
however, the EU is prevented from assuming a leading role
in the field: it lacks the necessary competences and opera-
tional capacity in criminal matters and intelligence gather-
ing.!” These constitutional hiccups have not stopped the EU
from contributing to threat reduction by playing a supportive
and coordinating role. Gradually building common tools to
analyse terrorism threats, legal and policy instruments have
been developed under the “prevent” and “pursue” pillars of
the CTS.

First, the Union combats radicalisation as well as the recruit-
ment of terrorists,'® mainly by focusing on the disruption of
factors that draw people to terrorism. Countering radicalisa-
tion requires the alignment of internal and external policies.
As such, radicalisation reduction measures have been inte-
grated into the EU’s external action instruments, e.g., into its
neighbourhood policy (ENP) and political dialogues with third
countries as well as into the 2010 Internal Security Strategy,
which commits to eradicating terrorism at its source.!” To this
end, a Radicalisation Awareness Network (“RAN”) was es-
tablished by the Commission in partnership with the Commit-
tee of the Regions.'® The network reaches out to actors in the
Member States by pooling the expertise of policy makers, law
enforcement and security officials, prosecutors, local authori-
ties, academics, field experts, and civil society organisations.
It has been referred to as a “network of networks,”'® in which
the EU’s role focuses on the facilitation of contacts.

Second, the EU embraces the efforts of domestic intelligence
agencies making threat assessments and builds on them in its
own counterterrorism activities. Union initiatives have focused
on the streamlining of Member States’ and EU agencies’ ability
to access each other’s databases and to store data.?’ To a certain
extent, however, EU actors also analyse scientific data to deter-
mine risks while remaining dependent on the expertise and raw
intelligence of the Member States. The European Police Office
(Europol) and the EU Intelligence Analysis Centre (IntCen) are
the main actors involved in dealing with statistics. Europol’s task
is to “collect, store, process, analyse, and exchange information
and intelligence™?' while IntCen is the external intelligence ac-
tor. Referred to as the European External Action Service’s “in-
telligence hub,” IntCen has been particularly active in providing
early warning and situational awareness information. Annually,
200 strategic situation assessments and 50 special reports and
briefings are produced by its staff of around 70 people.?

2. Reducing vulnerability

Taking a risk-based approach to counterterrorism goes beyond
analysing and diminishing potential threats. Prospective targets
also have to be made less vulnerable to terrorism. To reduce its
vulnerability, it is necessary that the Union be equipped with
sufficient and adequate legal tools. Investigation, prosecution,
and assistance procedures have to be up and running and must
have the capacity to be activated instantly in order to serve
as a defence mechanism if a terrorist attack materializes. In
EU policy terms, vulnerability reduction comes mainly under
the “protect” and “respond” pillars of the CTS. In contrast to
the threat reduction measures discussed above, vulnerability
reduction is less context-specific and less dependent on data
(collected through Member States).

First, given that terrorism often assumes a transnational charac-
ter, the protection of citizens demands the improvement of coop-
erative and coordinative efforts in the criminal sphere. Setting up
a framework for Members States to act jointly against terrorists
and terrorist groups is not, in itself, a new initiative®® nor is it
reserved for the Union alone.? In the past 15 years, progress has
been made in the EU on the traditionally sensitive subject of the
approximation of criminal laws and on the development of mu-
tual assistance and recognition frameworks, a topic that is also
featured in the Stockholm Programme.? It is sometimes con-
ceded that Member States need to move beyond cooperation and
coordination, towards forms of integration. Yet, at the present
time, Member States remain divided on the topic.?®

Second, the Lisbon Treaty provided the EU with a new set

of reactive, mutual counterterrorism tools, some of which
need to be implemented. One tool is the potential establish-
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ment of a European Public Prosecutor’s Office (Art. 86 TFEU),
which includes the possibility for the European Council to adopt
a decision to extend the jurisdiction of the Prosecutor’s Office
to include serious crimes having a cross-border dimension. This
possibility, however, will only be considered in the longer term
according to the Commission’s 2013 proposal.?’ A further tool
can be found in Art. 222 TFEU, which introduces a solidarity
clause. As a constitutional principle, solidarity refers to a legal
obligation for the Union and its Member States to assist each
other in the event of terrorist attacks if requested to do so. Fol-
lowing efforts of the 2010 Belgian Presidency and repeated con-
cerns raised by the EU Counterterrorism Coordinator, in 2014,
the Council adopted a decision on the rules and procedures for its
implementation.?® The decision provided for the immediate acti-
vation of the Integrated Political Crisis Response arrangements
(IPCR) and an Emergency Response Centre (ERC), linked to the
Commission’s Union Civil Protection Mechanism and ensuring
a 24/7 operational capacity.?® These initiatives add to the pre-
paredness of the Union should one of its Member States be the
object of an actual or imminent terrorist attack.

lll. Concluding Remarks on the Way Forward

Neither the EU nor its Member States can eliminate all threats
posed by terrorism. Still, mechanisms can be created that
better deal with the challenges relating to the prosecution of
terrorists and the protection of citizens, society, and critical
infrastructure. Presently, counterterrorism remains a highly
fragmentized policy field. For that reason, this contribution has
used two different, yet interrelated, concepts in risk regulation
to evaluate common action: the reduction of threats within and
outside the Union and the reduction of the vulnerability of the
Union. An accurate and cohesive counterterrorism framework
in the EU requires both.
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Following the January 2015 twin attacks in Paris, the EU and
its Member States have, once again, pledged closer coopera-
tion in the fight against terrorism. Judging by the policy ini-
tiatives in the first months following the attack,’® priority is
being given to reduction of threat rather than reduction of vul-
nerability. A further priority seems to be the intensification of
the EU’s relationship with the US with regard to information
sharing. In the following months, it is expected that legal ini-
tiatives will materialise on radicalisation over the Internet (by
setting up Internet referral capabilities), on fighting the illicit
trafficking of firearms, and on stepping up information sharing
and operational cooperation. Member States are also looking
for broad agreement to reinforce the application of the Schen-
gen Framework. Transatlantic relations seem stronger than
ever: it is telling that, on the day Paris marched for the freedom
of speech, an EU delegation composed of ministers of those
European countries most affected by terrorism, Commissioner
for Home Affairs Avramopoulos and the EU Counterterror-
ism Coordinator, met with US Attorney-General Holder and
Secretary of Homeland Security Johnson to discuss a common
approach. Some of the most interesting things to follow up on
will be the effect of the Paris attacks on the US-EU SWIFT
agreement (up for renewal in 2015) and, in the longer term, on
the PNR accord (up for renewal in 2019) as well the effect on
the development of the European PNR System under prepara-
tion by the Commission for a number of years now.
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Der rechtliche Rahmen zur Bekampfung der
Terrorismusfinanzierung in Griechenland”

Dr. Emmanouil Billis, LL.M.

This paper was commissioned in order to contribute to the crucial research conducted by the Max Planck Institute for Foreign
and International Criminal Law in the field of the financing of terrorism. It presents in a systematic way the main legal frame-
work and counter-terrorism policies in Greece, as well as the activities of criminal justice authorities, police agencies, and
other (private) actors involved in the fight against the financing of terrorist activity. It shows that Greece has implemented most
of the major international counter-terrorism provisions in a coherent yet not uncritical way as far as their content is concerned,
despite the ongoing controversy regarding the role of the traditional protective principles of criminal law in these fairly new
fields of criminal investigation and prosecution. It has not, however, been possible to avoid the sometimes unfeasible parallel
existence of multiple legal norms, such as the substantive penal rules defining terrorism and the procedural and administrative
provisions on the various duties of information disclosure with respect to suspect (money) transactions, as well as the problem
of several simultaneously competent investigating authorities. The transparent implementation of this complicated legal and
institutional framework raises practical issues with regard to the proper administration of justice in an already multilayered
and rather “tricky” area of (pre-)crime and criminal prosecution. It is therefore of importance to contemplate the changes the
constant reforms of the European and international counter-terrorism laws will further bring to the “war on (the financing of)
terror” declared by the criminal justice system in the years to come.

I. Einfiihrender Uberblick

In der griechischen Rechtsordnung wurden die internationalen
sozial- und rechtspolitischen Entwicklungen im vielschich-
tigen und hochaktuellen Bereich der Bekdmpfung des Ter-
rorismus und seiner Finanzierung stets aus kurzem Abstand
beobachtet und zum groflen Teil entsprechende Adaptionen
vorgenommen. Die wichtigsten materiell-rechtlichen Vor-

schriften fiir die Bekdmpfung von Terrorismusphdnomenen
befinden sich heute in Art. 187A im Besonderen Teil' des grie-
chischen StGB, des ,,Poinikos Kodikas* (PK),? der im Folgen-
den unter II. ndher analysiert werden soll. Vorwegnehmend
sei darauf hingewiesen, dass nach Art. 187A(2) PK die in
Art. 187A(1) PK enthaltenen materiell-rechtlichen Anti-Ter-
ror-Bestimmungen keine Anwendung finden, soweit die Tat-
besténde der in Art. 134-137 PK vorgesehenen Delikte gegen
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gegen die verfassungsmifige Ordnung (Verfassungshochver-
rat und seiner Vorbereitung) erfiillt sind. Hinsichtlich der Vor-
bereitung eines solchen Verfassungshochverrats wird (in Art.
135 PK) nicht ausdriicklich etwa auf die Bereitstellung oder
Sammlung finanzieller Mittel, sondern eher allgemein auf Ver-
schworungstaten verwiesen.

Des Weiteren sind in Art. 187B PK spezielle Strafausschlie-
Bungs- und Strafmilderungsmoglichkeiten aus Billigkeits-
griinden fiir Félle der Hilfeleistung zur Zerschlagung kri-
mineller und terroristischer Vereinigungen vorgesehen. Die
grundsitzlichen Fragen zur Bildung und Beteiligung an einer
kriminellen Vereinigung sind selbststidndig in Art. 187 PK
geregelt; vorliegend sind diese aber nicht von unmittelba-
rem Interesse. Im Allgemeinen Teil® des PK sind Vorschrif-
ten enthalten, die in Bezug auf terroristische Aktivitdten u.a.
die griechische Strafzustidndigkeit, verschiedene Aspekte der
Strafbemessung und des Strafvollzugs sowie die Aussetzung
des Strafrestes zur Bewédhrung unter vergleichsweise strengen
Voraussetzungen bzw. unter fiir den Téter ungiinstigen Bedin-
gungen regeln.* Im ,,Kodikas Poinikis Dikonomias* (KPD)3
gibt es schlieBlich strafprozessuale Vorschriften, die fiir den
Bereich der Terrorismuskriminalitit u.a. spezielle Ermitt-
lungsmafinahmen und eher nachteilige Konditionen bei der
Anwendung von ZwangsmaBnahmen vorsehen.

Neben den in den beiden zentralen strafrechtlichen Kodifikatio-
nen (PK und KPD), im Gerichtsorganisationsgesetz’ sowie im
Strafvollzugsgesetz® vorgesehenen Delikten und Strafmafnah-
men existiert eine betrichtliche Anzahl an strafrechtsrelevanten
Spezialgesetzen: Diese wurden in den letzten Jahrzehnten insb.
zur Bekdmpfung moderner Kriminalitdtsformen, beispielsweise
im Bereich der Betidubungsmittelkriminalitidt® der Waffenkrimi-
nalitit,'® der organisierten Kriminalitit und des Terrorismus,!!
verabschiedet.!? Relevant fiir die Unterbindung der Terrorismus-
finanzierung ist vor allem das Gesetz (G.) 3691/2008 iiber die
Pravention und Unterdriickung der Geldwésche und der Terro-
rismusfinanzierung, das vorliegend unter III. vorgestellt wird.

Diese Spezialgesetzgebung sowie die kontinuierlichen Re-
formen des PK und des KPD durch Einzelgesetze sind zum
Teil ein Ergebnis der Erfiillung von international- und europa-
rechtlichen Verpflichtungen. Griechenland ist Mitgliedsstaat
u.a. der EG/EU (seit 1981/1992), des Europarates (seit 1949),
der Vereinten Nationen (seit 1945) und der FATF (seit 1991).
Die wichtigsten internationalen Vertrdge und supranationalen
Rechtsinstrumente im Bereich Terrorismus und organisier-
te Kriminalitit — wie das Internationale Ubereinkommen der
Vereinten Nationen zur Bekdmpfung der Finanzierung des
Terrorismus (1999),'3 der Rahmenbeschluss des Rates der
Européischen Union vom 13. Juni 2002 zur Terrorismusbe-
kimpfung (2002/475/11)'* und die Richtlinie 2005/60/EG zur
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Verhinderung der Nutzung des Finanzsystems zum Zwecke
der Geldwische und der Terrorismusfinanzierung (sowie die
Richtlinie 2006/70/EG)"> — sind von Griechenland bereits
ratifiziert und/oder in nationales Recht umgesetzt'® worden.
Noch nicht ratifiziert wurden die Konvention des Europarats
iiber Geldwische, Terrorismusfinanzierung sowie Ermittlung,
Beschlagnahme und Einziehung von Ertrdgen aus Straftaten
(2005) und das Ubereinkommen des Europarats zur Verhii-
tung des Terrorismus (2005). Auch der EU-Rahmenbeschluss
2008/919/J1, der die Probleme der 6ffentlichen Aufforderung
zur Begehung terroristischer Straftaten sowie der Anwerbung
und Ausbildung fiir terroristische Zwecke betrifft, ist noch
nicht in griechisches Recht umgesetzt worden.!” Dariiber hin-
aus sind gewisse Resolutionen des Sicherheitsrats der Verein-
ten Nationen zur Terrorismusbekdmpfung'® noch nicht imple-
mentiert worden.

Il. Terrorismustatbestand und Regelung des Strafgesetz-
buchs zur Terrorismusfinanzierung (Art. 187A PK)

Die zentralen materiell-rechtlichen Strafvorschriften gegen Ter-
rorismus sind in Art. 187A PK enthalten. Diese Vorschriften
wurden zum ersten Mal durch Art. 40 des G. 3251/2004, das
hauptsédchlich den Rahmenbeschluss des Rates vom 13. Juni
2002 zur Terrorismusbekidmpfung (2002/475/J1)"° in nationales
Recht umgesetzt hat, in das griechische Strafgesetzbuch einge-
fiihrt. Sie wurden in der Folge durch Art. 53(1) G. 3691/20082°
und noch einmal weitgehend durch Artikel 2 G. 3875/2010,
welches das Ubereinkommen der Vereinten Nationen gegen die
grenziiberschreitende organisierte Kriminalitdt (2000) ratifiziert
hat, gedndert. Die Verantwortlichkeit juristischer Personen fiir
terroristische Aktivititen ist selbststindig und auBerstrafrecht-
lich in Art. 41 G. 3251/2004 geregelt.

Die Definition des Terrorismus als Straftat sowie die Ein-
stufung der entsprechenden Strafen sind in Art. 187A(1) PK
enthalten. Als Terrorismusdelikt gilt hiernach unter bestimm-
ten Bedingungen die Begehung (Vollendung oder Versuch?!)
einer oder mehrerer der Straftaten, die in einer abschlieflen-
den, ziemlich ausgedehnten Liste mit Basisstraftaten (Verbre-
chen und Vergehen, wie z.B. vorsétzliche Totung, Entfithrung
oder auch Storung der Verkehrssicherheit)?? erfasst werden.
Diese Basisstraftaten sollen ihrer Begehungsweise nach ge-
eignet sein, einen Staat oder eine internationale Organisation
ernsthaft zu schidigen, und sie sollen mit dem spezifischen
Ziel begangen werden, eine Bevolkerung auf schwerwiegen-
de Weise einzuschiichtern oder dffentliche Stellen oder eine
internationale Organisation rechtswidrig zu einem Tun oder
Unterlassen zu zwingen oder die verfassungsrechtlichen, po-
litischen, wirtschaftlichen Grundstrukturen eines Landes oder
einer internationalen Organisation ernsthaft zu schidigen oder



zu zerstoren. Diese (in mehrfacher Hinsicht, etwa mit Blick
auf das nullum crimen nulla poena sine lege-Prinzip, nicht
unproblematische)?? Definition des Terrorismusdelikts steht
im Einklang mit den relevanten Vorschriften des Rahmenbe-
schlusses 2002/475/]1, kopiert sie jedoch nicht blind und geht
teilweise ein Stiick dartiber hinaus.

Die ernsthafte Drohung mit der Begehung einer terroristischen
Straftat nach Art. 187A(1) PK wird des Weiteren als selbststén-
dige Straftat in Art. 187A(3) PK definiert. Die terroristische
Vereinigung wird in Art. 187A(4) PK als ein organisierter und
kontinuierlich aktiver Zusammenschluss von drei oder mehr
Personen bestimmt, die zusammenwirken und die Begehung der
in 187A(1) PK definierten Straftat anstreben; die Bildung, die
Beteiligung an und die Anfithrung (Art. 187A(5) PK) einer sol-
chen Vereinigung werden als selbststandige Straftaten bestimmt.

SchlieBlich bezieht sich Art. 187A(6) PK auf das Problem
der Terrorismusfinanzierung. Bestimmte strafrechtliche Teil-
nahmeformen?* werden als selbststindige Straftaten bestimmt
und die daran Beteiligten als deren Téter (nicht als Gehilfen
eines Terroristen oder einer terroristischen Vereinigung) be-
handelt.>> Als Kerndelikt wird die Bereitstellung von mate-
riellen oder immateriellen, beweglichen oder unbeweglichen
Vermdgenswerten?® oder von geldwirtschaftlichen Mitteln
jeglicher Art (unabhéngig von der Art ihres Erwerbs) fiir eine
terroristische Vereinigung oder einen einzelnen Terroristen,
oder die zu deren Gunsten erfolgende Einnahme, Sammlung
oder Verwaltung jener wirtschaftlichen Mittel festgelegt. Dar-
iiber hinaus legt Art. 187A(7) PK die selbststindige erhohte
Bestrafung von Straftaten wie Diebstahl, Raub oder Erpres-
sung fest, wenn diese zur Vorbereitung von terroristischen
Aktivitdten begangen werden. Im Ganzen lautet Art. 187A PK
(nicht-amtliche Ubersetzung) wie folgt:?’

Art. 187A PK — Terroristische Taten

1. Wer eine oder mehrere der folgenden Straftaten:

—a) vorsitzliche Tétung eines Menschen (Art. 299),

—PB) schwere Korperverletzung (Art. 310),

—v) Korperverletzung mit Todesfolge (Art. 311),

—0) Entfiihrung (Art. 322),

—¢) Entfiihrung Minderjahriger (Art. 324),

—o1) schwere Fille der Sachbeschddigung (Art. 382(2)),

—{) Brandstiftung (Art. 264),

—n) Brandstiftung im Wald (Art. 265),

—0) Uberschwemmung (Art. 268),

—1)  Explosion (Art. 270),

—10) Verletzung der Vorschriften iiber Explosivstoffe (Art. 272),

—1B) gemeingeféhrliche Beschiddigung (Art. 273),

—1y) Beseitigung von Sicherheitsvorrichtungen (Art. 275),

—18) Strandung (Art. 277),

—1¢) Brunnen- und Lebensmittelvergiftung (Art. 279),

—101) Lebensmittelverfilschung (Art. 281(1)),

—10) Storung der Verkehrssicherheit (Art. 290),

—1m) Stérung der Sicherheit des Eisenbahn-, Schiffs- und Luft-
verkehrs (Art. 291),

—10) die in Art. 8(1) Legislativdekret 181/1974 zum Schutz vor
ionisierender Strahlung definierten Taten,

—Kx) diein Art. 161, 162, 163, 164, 165, 168, 169, 170, 173, 178, 179,
180, 181, 182, 183, 184, 186 G. 1815/1988 (Luftrecht) definier-
ten Taten,

—ka) die in Art. 15(1, 2) und 17(1, 3) G. 2168/1993 (Waffengesetz)
definierten Taten,

—kP) die in Art. 4(2, 3) G. 2991/2002 (Implementierung der Che-
miewaffenkonvention) definierten Taten,

in einer solchen Art, in einem solchen Umfang oder unter solchen
Bedingungen begeht, dass diese [Straftaten] ein Land oder eine in-
ternationale Organisation ernsthaft schadigen konnen, wobei diese
[Straftaten] mit dem Ziel begangen werden, eine Bevolkerung auf
schwerwiegende Weise einzuschiichtern oder offentliche Stellen
oder eine internationale Organisation rechtswidrig zu einem Tun
oder Unterlassen zu zwingen oder die verfassungsrechtlichen, poli-
tischen, wirtschaftlichen Grundstrukturen eines Landes oder einer
internationalen Organisation ernsthaft zu beschddigen oder zu zer-
storen, wird wie folgt bestraft:

i) mit lebenslanger Geféngnisstrafe, wenn die vorgesehene Strafe
fiir eine der im Katalog (Buchstaben a—«f}) enthaltenen Straf-
taten lebenslange Gefingnisstrafe ist. In diesem Fall verjahrt
die Tat nach 30 Jahren.”® Bei einer verhidngten lebenslangen
Gefingnisstrafe werden die Vorschriften? der Art. 105 bis 110
dann angewandt, wenn 25 Jahre verbiif3t sind;

ii) mit Gefdngnisstrafe von mindestens 10 Jahren, wenn die vorge-
sehene Strafe fiir eine der im Katalog (Buchstaben a—«f) enthal-
tenen Straftaten zeitige Geféngnisstrafe ist;

iii) mit Inhaftierung von mindestens 3 Jahren, wenn die vorgesehe-
ne Strafe fiir eine der im Katalog (Buchstaben a—«f}) enthaltenen
Straftaten Inhaftierung ist. Die Vorschrift des Art. 94(1)*° wird
angewandt, wenn die terroristische Tat den Tod mehrerer Men-
schen zur Folge hatte.

2. Die Vorschriften des vorangehenden Absatzes werden nicht ange-
wandt, wenn die Voraussetzungen der Art. 134 bis 137 erfiillt sind.?!

3. Wer ernsthaft mit der Begehung der in Absatz 1 definierten Straf-
tat droht und somit Schrecken verursacht, wird mit Inhaftierung von
mindestens 2 Jahren bestraft. Der Versuch dieser Straftat ist nicht
strafbar.

4. Mit Geféngnisstrafe bis zu 10 Jahren wird bestraft, wer einen or-
ganisierten und kontinuierlich aktiven Zusammenschluss von drei
oder mehr Personen, die zusammenwirken und die Begehung der
in Absatz 1 definierten Straftat anstreben, bildet oder wer in einen
solchen Zusammenschluss als Mitglied eintritt (terroristische Ver-
einigung). Mit gemilderter Strafe (Art. 83) wird die Tat des voran-
gehenden Abschnitts bestraft, wenn die terroristische Vereinigung
zur Begehung der in Absatz 1 erwidhnten Vergehen gebildet wurde.
Die Herstellung, der Erwerb oder der Besitz von Waffen, Spreng-
stoffen und chemischen oder biologischen Stoffen oder Stoffen mit
fiir Menschen schédlicher Strahlung, um den Zielen der terroristi-
schen Vereinigung zu dienen, stellt einen belastenden Umstand dar.
Die Nicht-Begehung irgendwelcher der im Katalog des Absatzes 1
(Buchstaben o—«f) enthaltenen Straftaten durch die terroristische
Vereinigung stellt einen mildernden® Umstand dar.

5. Wer die terroristische Vereinigung des ersten Abschnitts des vor-
angehenden Absatzes anfiihrt, wird mit Gefdngnisstrafe von minde-
stens 10 Jahren bestraft. Mit der gemilderten (Art. 83) Strafe des vor-
angehenden Abschnitts wird bestraft, wer die terroristische Vereini-
gung des zweiten Abschnitts des vorangehenden Absatzes anfiihrt.

6. Wer materielle oder immaterielle, bewegliche oder unbewegliche
Vermogenswerte irgendeiner Art oder geldwirtschaftliche Mittel
irgendeiner Art, unabhéngig von der Art ihres Erwerbs, einer ter-
roristischen Vereinigung oder einem einzelnen Terroristen oder zur
Bildung einer terroristischen Vereinigung oder so, dass jemand zum
Terroristen wird, bereitstellt, oder wer zugunsten der oben Genann-
ten diese [Vermogenswerte bzw. Mittel] einnimmt, sammelt oder
verwaltet, wird, unabhéngig von der Begehung irgendeiner der in
Absatz 1 erwédhnten Straftaten, mit Geféngnisstrafe von bis zu 10
Jahren bestraft. Mit derselben Strafe wird auch bestraft, wer substan-
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tielle Informationen mit dem Wissen ihrer zukiinftigen Verwertung
bereitstellt, um die Begehung irgendeines der in Absatz 1 erwidhnten
Verbrechen durch eine terroristische Vereinigung oder durch einen
einzelnen Terroristen zu erleichtern oder zu unterstiitzen.

7. Wer schweren Diebstahl (Art. 374), Raub (Art. 380(1, 3)), Fal-
schung (Art. 216) offentlicher Dokumente oder Erpressung (Art.
385) mit dem Ziel begeht, die in Absatz 1 definierte Straftat zu ver-
wirklichen, wird mit Geféngnisstrafe bestraft, es sei denn, die Er-
pressung wird mit einer hoheren Strafe bestraft. Wenn die begange-
ne Tat ein Vergehen ist, wird Inhaftierung von mindestens 3 Jahren
verhédngt.

8. Der Absatz 4 des Art. 187 gilt auch in Bezug auf die in den vor-
herigen Abséitzen definierten Straftaten.

Beziiglich der Verantwortlichkeit von juristischen Personen
fiir terroristische Aktivitdten ist zundchst allgemein zu bemer-
ken, dass das griechische Rechtssystem im Einklang mit dem
Schuldprinzip die Strafbarkeit natiirlicher, jedoch nicht juristi-
scher Personen kennt.3* Absatz 1 des Art. 41 G. 3251/2004%
sieht iibereinstimmend mit dem Rahmenbeschluss 2002/475/
JI gleichwohl vor, dass juristische Personen fiir Straftaten der
Art. 187 und 187A PK verantwortlich gemacht werden kon-
nen, wenn diese durch die juristische Person oder zu ihren
Gunsten von einer natiirlichen Person begangen wurden, die
entweder allein oder als Teil eines Organs der betreffenden
juristischen Person gehandelt hat und aufgrund der Befugnis
zur Vertretung der juristischen Person oder der Befugnis, Ent-
scheidungen im Namen der juristischen Person zu treffen, oder
einer Kontrollbefugnis eine Fiihrungsposition innerhalb der
juristischen Person innehat.?® Vorgesehen ist die Auferlegung
von angemessenen, aber in jedem Fall schweren verwaltungs-
rechtlichen Sanktionen durch gemeinsame Entscheidung des
Justizministers und des Ministers fiir den Schutz des Biirgers
(6ffentliche Sicherheit) — insbesondere von hohen Geldbuf3en
(zwischen 50.000 und 5.000.000 Euro), von MaBnahmen des
Ausschlusses von offentlichen Zuwendungen oder Hilfen und
von Mafinahmen des voriibergehenden oder standigen Verbots
der Ausiibung einer Handelstétigkeit. Die Anwendung dieser
Vorschriften iiber die Verantwortlichkeit der juristischen Per-
sonen erfolgt unabhéngig von der strafrechtlichen, administra-
tiven oder zivilrechtlichen Verantwortlichkeit der betreffenden
natiirlichen Personen.

lll. Gesetz zur Pravention und Unterdriickung der Geld-
wische und der Terrorismusfinanzierung (G. 3691/2008)

Eine Verstirkung des durch Art. 187A(6) PK gewéhrleisteten
materiell-rechtlichen Schutzes gegen die Terrorismusfinanzie-
rung stellt das Gesetz 3691/2008 zur Privention und Unter-
driickung der Geldwische und der Terrorismusfinanzierung
dar. Damit wurden insbesondere die Vorschriften der Richt-
linie 2005/60/EG zur Verhinderung der Nutzung des Finanz-
systems zum Zwecke der Geldwésche und der Terrorismusfi-
nanzierung sowie die Vorschriften der Richtlinie 2006/70/EG
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implementiert. Das vorherige Geldwéschegesetz 2331/1995,
gedndert vor allem durch G. 3424/2005 (das die Geldwésche-
richtlinie 2001/97/EG implementierte), wurde durch das G.
3691/2008 groBtenteils ersetzt. Das G. 3691/2008 ist inzwi-
schen mehrmals gedndert worden, z.B. durch das G. 3932/
2011, das die Griindung der unabhéngigen Behdrde zur Be-
kampfung der Geldwische und der Terrorismusfinanzierung
und zur Kontrolle der Angaben iiber die Vermdgensverhéltnis-
se bestimmte.?’

Die Vorschriften des G. 3691/2008 bezichen sich zum grofien
Teil auf das Delikt der Geldwische, dessen spezielle Probleme
vorliegend nicht niher angesprochen werden.?® Beziiglich der
Definition der Straftat der Terrorismusfinanzierung wird in Art.
2(4) G. 3691/2008 auf Art. 187A(6) PK verwiesen.?® Dariiber
hinaus gelten die Vorschriften des G. 3691/2008, die u.a. ge-
wisse Melde- und Sorgfaltspflichten begriinden, vor allem fiir
Kredit- und Finanzinstitute.** Die Regeln des G. 3691/2008
sind nach Art. 5 (im Einklang mit Art. 2 Richtlinie 2005/60/
EG) u.a. auch fiir folgende juristische oder natiirliche Perso-
nen bei der Ausiibung ihrer beruflichen Tétigkeit verbindlich:
Kasinos, externe Buchpriifer und Steuerberater, Dienstleister
fiir Trusts und Gesellschaften, Immobilienmakler und andere
Personen, die mit Giitern handeln, soweit Zahlungen in bar in
Hohe von 15.000 Euro oder mehr erfolgen, unabhingig davon,
ob die Transaktion in einem einzigen Vorgang oder in mehre-
ren Vorgingen, zwischen denen eine Verbindung zu bestehen
scheint, getétigt wird.

Mit Blick auf die (strafbare)*! Verletzung von Berufsgeheim-
nissen besonders problematisch scheint die Geltung des G.
3691/2008 fiir Notare und Rechtsanwilte zu sein. Genauer
gesagt, gelten seine Vorschriften nach Art. 5(1ty) fiir Notare
und Rechtsanwilte, wenn sie im Namen und auf Rechnung ih-
res Klienten Finanz- oder Immobilientransaktionen erledigen
oder fiir ihren Klienten an der Planung oder Durchfiihrung von
Transaktionen mitwirken, die Folgendes betreffen: i) Kauf und
Verkauf von Immobilien oder Gewerbebetrieben, ii) Verwal-
tung von Geld, Wertpapieren oder sonstigen Vermdgenswer-
ten ihres Klienten, iii) Er6ffnung oder Verwaltung von Bank-,
Spar- oder Wertpapierkonten, iv) Beschaffung der zur Griin-
dung, zum Betrieb oder zur Verwaltung von Gesellschaften
erforderlichen Mittel, v) Griindung, Betrieb oder Verwaltung
von Treuhandgesellschaften, Gesellschaften oder &hnlichen
Strukturen. Ausdriicklich wird aber in Art. 5(1y) bestimmt,
dass die Rechtsberatung immer noch vom Berufsgeheimnis
umfasst wird, es sei denn, der Rechtsanwalt oder der Notar
beteiligen sich selbst an Aktivitidten der Geldwiasche oder der
Terrorismusfinanzierung oder die Rechtsberatung erfolgt zum
Zweck der Begehung dieser Straftaten oder in Kenntnis der
Tatsache, dass der Klient die Rechtsberatung zum Zweck der
Begehung dieser Straftaten verlangt.*?



Dartiiber hinaus werden in Art. 6 G. 3691/2008 die Aufsichts-
behdrden bestimmt, die u.a. fiir die Kontrolle der richtigen
Anwendung des Gesetzes durch die oben genannten verpflich-
teten Personen bzw. fiir die Auferlegung von notwendigen ver-
waltungsrechtlichen Sanktionen, fiir die allgemeine Férderung
der Gesetzeszwecke, fiir die effektive Kooperation mit euro-
péischen und internationalen Behorden und Organisationen
sowie fiir die zentrale Sammlung und Vermittlung wichtiger
(Know-how-)Informationen verantwortlich sind. Solche staat-
lichen Behorden sind beispielsweise die Bank of Greece® in
Bezug auf die Kredit- und Finanzinstitute sowie das Justizmi-
nisterium in Bezug auf die Rechtsanwilte.

Die Vorschriften der Art. 7-7T" G. 3691/2008 regeln die Zu-
sammensetzung und die Zustindigkeit der unabhingigen
Behorde zur Bekdmpfung der Geldwidsche und der Terro-
rismusfinanzierung und zur Kontrolle der Angaben iiber die
Vermogensverhéltnisse. Diese Behorde hat weitgehende Er-
mittlungsbefugnisse, sie sammelt und bewertet die filir die
Straftaten der Geldwésche und der Terrorismusfinanzierung
relevanten Informationen, férdert die internationale Zusam-
menarbeit in jenen Bereichen, teilt die Ergebnisse ihrer Ermitt-
lungen und Informationssammlungen dem zusténdigen Staats-
anwalt zum Zweck der Strafverfolgung mit und sie kann u.a.
die Vermogenswerte der ermittelten Personen in dringenden
Fillen** oder in Ubereinstimmung mit den Entscheidungen
des Sicherheitsrates der VN* sperren. Dariiber hinaus wird in
Art. 8-11 G. 3691/2008 die Zustdndigkeit anderer staatlicher
Organe, wie die des Wirtschaftsministeriums als zentralem
Koordinationstriager sowie des Ausschusses fiir die rechtspoli-
tische Planung von Strategien gegen die Geldwésche und die
Terrorismusfinanzierung geregelt.

In Art. 12-25 G. 3691/2008 werden die Sorgfaltspflichten der
diesem Gesetz unterliegenden natiirlichen und juristischen
Personen (vor allem der Kreditinstitute) gegeniiber Kunden,
z.B. beziiglich des Fiihrens anonymer Konten bestimmt; dies
erfolgt zum groBen Teil in Ubereinstimmung mit den Vor-
schriften der Art. 6-19 Richtlinie 2005/60/EG. In Art. 26-34
G. 3691/2008 werden dann, entsprechend Art. 20-29 Richtli-
nie 2005/60/EG, die weitgehenden Melde- und Informations-
pflichten der in Art. 5 G. 3691/2008 aufgelisteten Personen
insbesondere mit Blick auf verdéchtige (z.B. komplexe oder
uniiblich groBe)*® Transaktionen dargelegt. Art. 35-39 G.
3691/2008 regeln nach Art. 30-33 Richtlinie 2005/60/EG die
praktischen Angelegenheiten hinsichtlich der Aufbewahrung
von Aufzeichnungen seitens der verpflichteten Personen und
der behordlichen Sammlung von statistischen Daten.*

Die Maflnahmen zur Durchsetzung der in Gesetz 3691/2008
bestimmten Pflichten und Strategien sind in Art. 40—44, 52
(entsprechend Art. 34-39 Richtlinie 2005/60/EG) vorgesehen.

Sie betreffen u.a. den vertraulichen Austausch von Informa-
tionen zwischen den staatlichen Behdrden sowie die genaue
Art ihrer Zusammenarbeit, die Durchfithrung von angemes-
senen internen (Kontroll-)Verfahren und Schulungen und die
Aufsicht in Bezug auf die Griindung von juristischen Perso-
nen. Auflerdem wird die Auferlegung von schweren verwal-
tungsrechtlichen Sanktionen gegen die dem G. 3691/2008
unterliegenden natiirlichen und juristischen Personen (Art. 5)
geregelt, wenn diese ihre Verpflichtungen nach diesem Gesetz,
den entsprechenden européischen Vorgaben, den Ministerent-
scheidungen und den Entscheidungen der Behorde zur Be-
kdmpfung der Geldwische und der Terrorismusfinanzierung
(Art. 7 G 3691/2008) oder anderer zustindiger Behdrden nicht
erfiillen.

Hinsichtlich der strafrechtlichen Verantwortlichkeit bestimmt
das G. 3691/2008 (in Art. 45) lediglich die Strafen in Bezug
auf das Geldwéschedelikt; Art. 51 ergidnzt die Sanktionen
gegen juristische Personen wegen Geldwésche. Die Terro-
rismusfinanzierungstaten werden nach den Vorgaben des Art.
187A(6) PK bestraft; Art. 41 G. 3251/2004 regelt die entspre-
chende Verantwortlichkeit von juristischen Personen fiir terro-
ristische Aktivititen.*®

Art. 46 G. 3691/2008 enthiilt spezielle Vorschriften* fiir die
Beschlagnahme und die verbindliche Einziehung von Ver-
mogenswerten und Mitteln aufgrund einer verurteilenden
Gerichtsentscheidung, wobei u.a. ausdriicklich auf die in
Art. 2 G. 3691/2008 (und dadurch auf die in Art. 187A(6)
PK) genannten Delikte verwiesen wird: Die Einziehung be-
trifft konkret Vermogenswerte, die einen Erlos aus der Geld-
wésche oder der Terrorismusfinanzierung darstellen oder die
unmittelbar oder mittelbar durch einen Erlds aus jenen Straf-
taten erlangt wurden, sowie Mittel, die zur deren Begehung
gebraucht wurden oder bestimmt gewesen sind.>® Die Einzie-
hung wird auch dann angeordnet, wenn die Vermogenswerte
oder Mittel einer dritten Person gehoren, soweit diese Person
zur Zeit des Erwerbs in Kenntnis der Geldwésche bzw. der
Terrorismusfinanzierung handelte. Diese Vorschriften sind
auch im Rahmen der Versuchsstrafbarkeit anwendbar. In den
Féllen, in denen die betreffenden Vermogenswerte nicht mehr
existieren, nicht gefunden worden sind oder nicht beschlag-
nahmt werden konnen, werden andere wertgleiche Vermo-
genswerte beschlagnahmt und eingezogen; alternativ ist die
Verhidngung einer entsprechenden Geldstrafe moglich.3!

Weiterhin regelt Art. 48 G. 3691/2008 die praktischen Einzel-
heiten iiber die richterliche Sperrung von Konten und das Ein-
frieren von wirtschaftlichen Kredittiteln sowie das VerdufBe-
rungsverbot im Vorverfahren und wéhrend der Ermittlungen,
die zur Aufkldrung der Geldwésche oder der Terrorismusfi-
nanzierung stattfinden.> In Art. 49 G. 3691/2008 wird genau-
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er das Verfahren zur Sperrung von Vermogenswerten aufgrund
von Entscheidungen des Sicherheitsrates oder Rechtsakten der
Européischen Union, die sich zum Ziel der Bekdmpfung der
Terrorismusfinanzierung auf konkrete Personen beziehen, be-
schrieben. Fiir die nationale Umsetzung solcher international-
rechtlichen Entscheidungen und Rechtsakte ist die unabhéngige
Behorde des Art. 7 G. 3691/2008 zur Bekdmpfung der Geldwa-
sche und der Terrorismusfinanzierung primér zustindig.

Dieselbe Behorde ist schlielich nach Art. 49A G. 3691/2008
fiir die Sammlung und Bearbeitung von Informationen und fiir
die darauf basierende Zusammenstellung von Katalogen mit
Terrorismusverdachtigen sowie, wenn nétig, fiir die Auferle-
gung von wirtschaftlichen Sanktionen, genauer fiir die Sper-
rung von Vermdgenswerten der in den Katalogen gelisteten
Personen zusténdig. In der gerichtlichen Praxis wurden des
Ofteren die Anwendungsgrenzen dieser Vorschriften und
die den verdédchtigen Personen verfiigbaren Rechtsbehelfe
angesprochen. Die in Art. 49A G. 3691/2008 vorgesehenen
praventiven MafBnahmen stellen jedenfalls nach der Recht-
sprechung der Hochgerichte keine Strafen im strafrechtlichen
Sinne dar; deren Hauptziel sei vielmehr die Bekdmpfung der
Terrorismusfinanzierung, wobei fiir deren Auferlegung der be-
griindete Verdacht geniige.>

IV. Schlusswort

Die gesetzgeberischen Debatten und technisch komplexen
Verfolgungspraktiken im Bereich der (transnationalen) Be-
kdmpfung der Terrorismusfinanzierung stehen nach wie vor
im Vordergrund der rechtspolitischen Programme der europé-
ischen Institutionen und internationalen Organisationen.>* Die
griechische Rechtsordnung hat bisher bemerkenswerte An-
passungsfahigkeit bewiesen. Das ganze Land steht heute vor
enormen sozial-politischen Schwierigkeiten und destruktiven
6konomischen Umwandlungen; diese haben einen unmittelba-
ren Einfluss auch auf das Strafrechtssystem, insbesondere auf
die Schaffung der Regeln und die Funktionalitét der justiziel-
len Strukturen zur Bekdmpfung von Finanzdelikten und orga-
nisierter Kriminalitit. Gliicklicherweise blieb die griechische
Gesellschaft bis dato von groflen terroristischen Gewalttaten

* Der vorliegende Bericht (Stand: Januar 2015) wurde urspriinglich zur Vorberei-
tung eines rechtspolitischen Gutachtens tiber die strafrechtliche Erfassung der
Terrorismusfinanzierung angefertigt, das Professor Dr. Dr. h.c. mult. Ulrich Sieber,
Direktor des Max-Planck-Instituts fiir ausl&ndisches und internationales Strafrecht,
fur den Rechtsausschuss des Deutschen Bundestages erstellte. Zur entsprechen-
den Untersuchung der deutschen und internationalen Vorgaben siehe bereits Ulrich
Sieber/Benjamin Vogel, Terrorismusfinanzierung, Prévention im Spannungsfeld von
internationalen Vorgaben und nationalem Tatstrafrecht, Berlin 2015.
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verschont. Es ist jedoch insbesondere vor dem Hintergrund
der zentralen geopolitischen Position Griechenlands und der
gegenwartigen sozial-6konomischen Umstinde nicht von der
Hand zu weisen, dass sich Zellen zur Unterstiitzung des trans-
nationalen Terrorismus und Organisationsstrukturen zur Ter-
rorismusfinanzierung jederzeit bilden bzw. festigen konnen.

Auf der Ebene der nationalen Gesetzgebung und der weiteren
institutionellen Anti-Terror-Mechanismen konnten bisher vor
allem folgende Probleme nicht vermieden werden: die Poly-
nomie per se sowie die komplexe Mischung von straf- und
verwaltungsrechtlichen Regelungen, die praktischen Hinder-
nisse bei der (hochaufwendigen) Kontrolle der Tatigkeit juri-
stischer Personen (trotz der Bedrohung mit hohen Sanktionen
fiir den Fall illegaler Aktivititen) sowie die exzessive Viel-
falt von zustindigen staatlichen (in einigen Féllen ,.konkur-
rierenden”) Ermittlungs- und Verfolgungsbehorden. Ebenso
wenig zu bezweifeln sind die Effizienzdefizite in Bezug auf
die transparente und rechtsstaatliche Kontrolle der staatlichen
(meistens ,,heimlichen) Ermittlungsaktivititen durch die Ju-
stizbehdrden im ohnehin schon ,,grauen® konspirativen Milieu
der Terrorismuskriminalitét und ihrer (im traditionellen Sinne
aullerstrafrechtlichen) Vorstadien. Zudem bringt der zuneh-
mende verpflichtende Einbezug von Privatpersonen (wie z.B.
Rechtsanwilten und Steuerberatern) in die Meldung, Ermitt-
lung und Verfolgung von verdichtigen Sachverhalten im Be-
reich der Geldwésche- und Terrorismusdelikte neue Parameter
ins Spiel.

Die ,,Ungeschicklichkeit“ im Umgang mit rechtspolitisch
eingefiihrten ,,Straftaten”, die dem traditionellen Kernstraf-
recht bisher fremd waren, ist auch hier evident. Immerhin ist
Griechenland auf der Ebene des materiellen Strafrechts den
internationalrechtlichen Forderungen in méglichst umfassen-
der und dogmatisch (mit Blick auf die Besonderheiten des ei-
genen Rechtssystems) kohédrenter Weise nachgekommen. Es
wird sich nun zeigen, zu welchen weiteren innerstaatlichen
Anpassungen sowohl die zunehmende Komplexitédt der sich
stindig neu erfindenden organisierten Kriminalitit als auch die
kontinuierliche Starkung der Anti-Terror-Vorgaben und (straf-
rechtlichen) Maflnahmen seitens der internationalen Rechtsge-
sellschaft fithren werden.

1 Definition der einzelnen Deliktstatbestande, Art. 134-459 PK.

2 ,Poinikos Kodikas" (PK, loivikog Kwéikag), Gesetz (G.) 1492/1950. Fiir die
Ubersetzung alterer Fassungen des PK ins Deutsche und Englische siehe Dimitrios
Karanikas, Das Griechische Strafgesetzbuch vom 17. August 1950, Berlin 1953;
Nicholas Lolis, (Ubers.)/Giorgios Mangakis (Einf.), The Greek Penal Code, South
Hackensack/London 1973. Seit ihrer Schaffung wurde diese Kodifikation ebenso
wie die Kodifikation des griechischen Strafprozessrechts (KPD, siehe unten En. 6)
durch Einzelgesetzesvorschriften mehrfach und manchmal sogar gravierend modi-
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Strafrechts siehe ausfiihrlich m.w.N. Emmanouil Billis, National characteristics,
fundamental principles, and history of criminal law in Greece, in: Ulrich Sieber/Kon-
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den von Griechenland ratifizierten und innerstaatlich umgesetzten Rechtsinstru-
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fung in der Européischen Union und das vor-praventive Strafrecht: Neue Vorgaben
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19 Siehe dazu mit Kritikpunkten Dionysios Spinellis, Der Rahmenbeschluss zur
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The French “War on Terror” in the

post-Charlie Hebdo FEra

Vasiliki Chalkiadaki

I. Introduction

France’s history of terrorism is neither new nor exclusively
Islamist-related. At the end of the 1970s, France experienced a
wave of terrorist activity both from left-revolutionary groups,
such as the Action Directe,' and from nationalist-separatist
groups, especially those active in Brittany, Corsica, and the
Basque Country.? By the early 1980s, however, France had be-
come a target of Islamist terrorist groups and has remained so
ever since, as the gunmen attack on the Paris headquarters of
the satirical magazine Charlie Hebdo on 7 January 2015 dem-
onstrated.? The history of contemporary French counterterror-
ism legislation dates back to 1986, with the law on counterter-
rorism of 9 September 1986. Before the latter, France dealt
with terrorist attacks by means of special laws on state security
that had been enacted during the Algerian wars (1954-1962),
which provided for an intensive limitation of individual rights
and even for a special court to deal with the relevant offenc-
es (Cour de Sireté de I’Etat, “Court of State Security”)* that
was abolished only in 1982. Therefore, until 1986, no specific
counterterrorism legislation existed. Before 1986, terrorist
acts were characterized as “serious violent acts threatening the
integrity and the security of the state” and treated accordingly.’

This paper presents the impact that the latest terrorist attack
(hereafter: the Charlie attack) has had so far on France’s coun-
terterrorism legislation (part III). After a brief historical over-
view of current legislative measures (part II), the following
aspects are examined as being the effects of the attack: the
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enactment of a series of provisions, mainly in the Code of In-
ternal Security (Code de sécurité intérieure, hereafter: Cod.
Séc. Int.); the exponentially increasing number of prosecutions
on the basis of already existing substantive criminal law provi-
sions (especially the glorification of terrorism and the prepara-
tion of terrorist acts); the planning of new measures and the
drafting of the relevant provisions regarding the financing of
terrorism to reinforce the already existing framework on ter-
rorist financing.

Il. Historical Overview

Contemporary counterterrorism legislation in France has
evolved over three distinct periods:

» The 1980s were dominated by the law on counterterrorism
of 9 September 1986,° created in the aftermath of a series of
bombing attacks by terrorist groups in various French cities —
usually in Paris. Characterized as the cornerstone of French
counterterrorism legislation, this law did not introduce any
special “terrorist offences,” but it provided for the application
of new, stricter procedural rules for some of the ordinary of-
fences typically associated with terrorist activity (e.g., murder,
abduction).” Concurrently, the government implemented® the
plan vigipirate, namely the constant presence of armed sol-
diers, gendarmes, and police officers in public places like rail-
way stations or airports in order to prevent possible outbreaks
of violence and particularly terrorist attacks.’



The 1990s represented a different era of counterterrorism
strategy, in which two “waves” of terrorist attacks mainly by
Algerian Islamist groups (1993-1994, 1995-1996) initiated
broad changes in legislation and the practice of law enforce-
ment agencies engaged in counterterrorism. The legislation of
this period involved the extension of the duration of pretrial
detention'® as well as the introduction of closed-circuit televi-
sion (hereafter: CCTV) in public places'' and night search-
es'? as regards criminal procedure. In addition, in the field of
substantive criminal law, new offences were introduced, such
as membership in a terrorist organization.'* Regarding the
practice of law enforcement agencies, police custody (garde
a vue),'"* provided in the Code of Criminal Procedure, was
massively applied and implementation of the plan vigipirate
continued, reinforced with even more human resources.'’

The beginning of the current (third) phase of counter-
terrorism legislation came with the terrorist attacks on the
World Trade Center in New York on 11 September 2001,
which triggered a chain reaction of legislative reforms at
national, supranational, and international levels. France’s
immediate reaction to the attacks was the law on everyday
security of 15 November 2001,'® which introduced a plethora
of norms aimed at the reinforcement of state security. Char-
acterized by the creation of special (terrorist) offences and by
changes in criminal procedure, the new law targeted primar-
ily the financing of terrorism and the seizure of assets of ter-
rorist organizations.!” The counterterrorism legal framework
was further enriched with the law on counterterrorism and
other security-related provisions of 23 January 2006'? after
the bomb attacks in London in 2005 and the outbreak of a
huge wave of violence in the banlieues of Paris in 2006. The
latter was not connected to terrorism, yet led to the imple-
mentation of a state of emergency throughout France. In line
with its English counterpart, the French legislature insisted
on the broadening of police duties to include, for instance,
controlling the movements of individuals to “dangerous”
states like Pakistan. After all, since 2002, counterterrorism
had been officially declared a police priority for at least the
five following years, which gave a whole new dimension to
the cooperation of the police and secret services.!® Parallel
to these reforms, the competences of the police, especially
in conjunction with the use of new technologies (e.g., us-
ing CCTYV, storing DNA data, photographing vehicles), were
extended.?’ In the next few years, especially after the consti-
tutional reform of 2008 that changed the structure of the se-
cret services radically, the police and secret service agencies
developed the pillars of a comprehensive counterterrorism
strategy. This strategy focused not only on the introduction
of (substantive and procedural) criminal law provisions but
also on the use of intelligence to identify terrorists and ter-
rorist suspects, as the most effective method to prevent future

terrorist attacks, e.g., with the creation of databases storing
personal data of terrorist affiliates.?!

Turning specifically to the question of today’s substantive
criminal law, counterterrorism provisions constitute a distinct
part of the French Penal Code (Code Pénal, hereafter: CP) in
the broader section of “felonies and misdemeanours against
the nation, the state and the public peace.” They are regulated
as ordinary offences — as opposed to political offences and of-
fences against the press — and are characterized by particularly
strict penalties and — partly — by an extended criminal liability.
The relevant procedural norms are particularly tough, which
is evident in the offences regarding the financing of terrorism.
These provisions were introduced with the law on counterter-
rorism of 9 September 1986 and are divided as follows, on
the basis of their form: terrorisme par reference (terrorism by
reference) and infractions terroristes autonomes (autonomous
terrorist crimes). “Terrorisme par reference” is defined in Art.
421-1 CP, which provides that specific, restrictively enumer-
ated crimes of the CP, such as murder, abduction, or damage to
property, when committed in conjunction with an individual or
collective enterprise aiming at a severe disruption of the public
order through intimidation or terror, attain a special gravity
in the context of terrorism. This special gravity that the pur-
pose of intimidating the public attributed to the commission
of specific crimes is the subject matter of the aforementioned
“extended” criminal liability. The “autonomous terrorist of-
fences” refer to concrete offences the CP itself defines ab initio
as terrorist acts. These offences are ecological terrorism (Art.
421-2 CP), the financing of terrorist attacks (Art. 421-2-2 CP),
“supposed” terrorism or the fact that resources available to an
individual affiliated with terrorists and terrorist suspects do not
correspond to his lifestyle (Art. 421-2-3 CP), encouragement
to be recruited by a terrorist organization (Art. 421-2-4 CP),
direct provocation of terrorist acts and the public glorification
of terrorist acts (Art. 421-2-5 CP), as well as the preparation
to commit a terrorist act as defined in the Penal Code (Art.
421-2-6 CP).

Ill. Impact of the Charlie Hebdo Attack
on Counterterrorism Legislation

1. Introducing new legislation on the use of intelligence
against terrorism

Before discussing the proposed legislation on the use of in-
telligence for counterterrorism purposes, it is necessary to
present the relevant current legal framework. The use of in-
telligence?? has been a typical practice of the French police
and the intelligence services? since 1978.2* This includes, in
particular, retaining personal data of offenders or suspects in
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special databases (fichiers) for the different areas of crime
by the police and the intelligence services in order to fa-
cilitate the surveillance of specific individuals. The only
database used specifically for counterterrorism purposes by
the listing of personal data for the purposes of surveillance
was the Fichier Informatisé du Terrorisme (hereafter: FIT).
However, the intelligence services had practiced use of the
FIT since 1978, without being regulated by law. In 1990,
the intelligence agencies underwent an extensive reform in
their structure (and competencies), which, of course, could
not leave the fichier practice intact. Two new databases were
created on the same day by decrees for the Renseignements
Généraux (hereafter: RG) > and covered the entire spectrum
of data used by this agency. This led to a fierce public de-
bate on the collection and management of sensitive data of
individuals and, ultimately, to the withdrawal of the decrees
and their replacement by two new ones in 1991. They had
the same names as their predecessors but were clearer as to
the management of the data by the RG. One of those new
decrees regulated the (already used in practice) FIT, which
also included, alongside the typical data (contact, profession,
etc.) a description (signalement) of the appearance and the
behaviour of the individual in question. Stored in the FIT
was also the social circle of the individual, which meant that
the database was extended to also contain concrete data of
the contact persons of the terrorist or terrorist suspect. The
FIT was abolished along with all databases of the RG during
the reform of the secret services in 2008%¢ and replaced by
the new database called Exploitation Documentaire et Valo-
risation de I'Information Générale (hereafter: EDVIGE).?’
Among other data, EDVIGE included data of individuals,
organizations, or legal entities whose (individual or collec-
tive) activities threatened the public order; hence, terrorists,
terrorist suspects, and terrorist organizations were also dealt
with under this category. Access to such data was limited
to specialized agents of specific secret services and police
agencies. With EDVIGE, the spectrum of sensitive data be-
came so broad as to include data on sexual orientation, state
of health, racial or ethnic origin, and political and religious
views of the enlisted individuals.

The reactions triggered by this extension led to its replace-
ment by the French Ministry of Home Affairs: Once again,
two new databases were created,”® one of which is the still in
force Prévention des Atteintes a la Sécurité Publique (hereaf-
ter: PASP). Described as the database for processing and ana-
lyzing information on persons whose individual or collective
activities are indicators for their aim to harm the security of
the state, and despite the fact that it mainly targeted disrup-
tive incidents in football matches and in the urban context,
PASP has until today also been the counterterrorism database,
as terrorism is the principal activity harming state security. For
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the PASP, it was prohibited to include data on state of health,
sexual orientation, race or ethnic origin, and it only allowed
for data on political and religious views if they were related to
terrorist activities. Apart from PASP, however, an even more
controversial database in conjunction with counterterrorism is
the Centralisation du renseignement intérieur pour la sécurité
du territoire et des intéréts nationaux (hereafter: CRISTINA),
which was introduced by decree in 2008 along with the found-
ing of the Direction Centrale du Renseignement Intérieur to
which it belongs. CRISTINA was defined as “defense secret,”
namely a highly confidential database requiring high-level
clearance to be consulted, since it includes data on terrorism
and espionage that are characterized as state secrets. It cannot
be known which data exactly are retained in CRISTINA, or
for how long; a special control by a judge is required after the
application by a person who wishes to clarify whether he is on
the CRISTINA list. The specific data is deleted as soon as the
purpose of the listing has been served, in other words, when
the person no longer constitutes a possible threat to the state
and state security.

In the aftermath of the Charlie attacks, the French government
decided to give even more prominence to the intelligence ser-
vices and particularly to the generation of intelligence. Prime
Minister Valls, in his speech before the Parliament to com-
memorate the victims of the attacks on 13 January 2015, an-
nounced a series of measures in this direction. These aim at
reinforcing the war on terror in a variety of ways, e.g., increas-
ing the human resources of the counterterrorism operations;
strengthening the surveillance of air travel by preparing the
ground for the implementation of the proposed Directive on
the exchange of passengers data (PNR), which provides for
the creation of a database with passenger data from all EU
countries; or the creation of special departments in peniten-
tiaries for radicalized individuals. Among the measures, the
following two are of greatest importance for this paper: first,
the creation of a new database for individuals that have been
sentenced for terrorism; secondly, the new bill aiming at rein-
forcing the secret services.?’

The originality of the proposed database lies in the fact that
refers exclusively to terrorism. It will include only individuals
that have already been prosecuted and sentenced for terrorist
acts, and not generally for acts jeopardizing state security, as
it has been the case so far. Moreover, the database will include
persons suspected of having joined armed terrorist groups.
Persons whose personal data (most important: residence ad-
dress) is to be stored on this list will have to report frequently
to the nearest police stations or will be subjected to frequent
controls by police officers. So far, a consultation between the
Ministries of Justice and of Home Affairs has been launched in
order to clarify the legal prerequisites for its creation.



The proposed legislation on reinforcing the intelligence ser-
vices was adopted in its entirety by the Assemblée Nationale
by 438 votes (against 86) on first reading on 5 May 2015.
This “intelligence bill” (Projet de loi relatif au renseigne-
ment) constitutes an amendment of the Code of Internal Se-
curity (Code de sécurité intérieure, hereafter: Cod. Séc. Int.),
as it adds to the latter a section dedicated to renseignement,
namely to the intelligence services® and intelligence in gen-
eral. The core of this comprehensive bill is the definition of
the mission of specialized intelligence services and the con-
ditions under which these services are allowed to use tech-
nology (such as security interceptions, GPS systems, etc.) to
access massive (connection) data in order to collect informa-
tion relevant to restrictively enlisted public interests. With
respect to these intervention techniques, the bill provides that
they can be used by the specialized intelligence services af-
ter relevant authorization by the Prime Minister, who has to
consult the independent (administrative) authority Commis-
sion nationale de contréle des techniques du renseignement
(hereafter: CNCTR)?! first. This bill provides that the CNCTR
will also receive the complaints of any person having a direct
and personal (relevant) interest in the information. The bill
also regulates how long the collected data will be preserved
by the intelligence services, provides for a specific regime of
authorization and control for international surveillance mea-
sures, and establishes a judicial remedy before the Conseil d’
Etat that is open to the CNCTR as well as to anyone having
a direct and personal interest. At the same time, procedural
exemption rules are also provided by the bill in order to safe-
guard national security secrets.

It is not the purpose of this paper to analyze the intelligence
bill in detail, since it refers to internal security in general.
Nonetheless, it is useful to stress the following points in con-
junction with terrorism:

In the (proposed) Art. L.811-3 Cod. Séc. Int. regarding
the public interests served by the collection of information by
secret services, explicit reference is made to the prevention
of terrorism as a distinct public interest (along with nation-
al security, the essential economic and scientific interests of
France, fundamental interests of foreign policy, as well as pre-
vention of the continuation of activities of dissolved combat
groups and militia) for which the collection of information is
permitted.

Arts. L.851-3, 851-4 Cod. Séc. Int. refer to the collection of
information and documents mentioned in the new Art. L.851-1
Cod. Séc. Int., namely information and documents of the net-
works of electronic services (bulk data, such as a list of incom-
ing and outgoing calls of a subscriber, the date and duration of
the communication, the location of a terminal piece of equip-
ment, etc.). The provision declares that only for counterterror-
ism needs can the collection of the aforementioned informa-

tion relating to an individual previously recognized as a threat
be operated in real-time on the networks and operators of elec-
tronic communication. Such data collection procedures can be
operated by specialized agents of the intelligence services that
have been individually commissioned for this purpose and af-
ter consultation with the CNCTR.*? These agents can request
the Prime Minister to lift the anonymity of the data circulated
by operators of electronic communication networks, on the
sole basis of the automatic processing of anonymous elements
that may constitute a potential terrorist threat (Art. L.851-4
Cod. Séc. Int.). The Prime Minister then has to address the re-
quest to the CNCTR for consultation, as described in the bill.
Following the authorization described in the bill, Art.
L.821-4 Cod. Séc. Int., once again explicitly for the purpose
of preventing a terrorist attack, allows for the use of a device
of proximity (e.g. radar, antenna or any kind of sensor) for a
strictly defined period in order to intercept directly the com-
munications sent or received by terminal equipment.
In other words, the intelligence services can request the right
to put hidden microphones in a room, in computers or on ob-
jects, such as cars, or to use antennae to capture telephone con-
versations or mechanisms that capture text messages; in this
way, the bill actually legalizes tools of mass surveillance.

2. Reinforcing the counterterrorism legislation:
Glorification and preparation of terrorist acts

The provisions on directly provoking or publicly glorifying
terrorist acts and on preparing a terrorist act were recently in-
troduced with the law on reinforcing the counterterrorism pro-
visions in November 2014.33

The direct provocation to commit terrorist offences and the
public glorification of terrorist acts were criminalized as a re-
sult of a long period of gradually intensifying terrorist threats
due to the activities of the Jihadi-Salafist organization Islamist
State (ISIS). In France, in particular, the activity of subgroups
of ISIS consisted of French citizens travelling to Syria in order
to take part in the armed conflict initiated by 1SIS.3* Further-
more, the use of the Internet for the commission or the facilita-
tion of the activity that directly provokes or publicly glorifies
a terrorist act is considered to be an aggravating circumstance.
The law of November 2014 follows the general trend of estab-
lishing the use of Internet as an aggravating circumstance for
the commission of an offence due to the possibility of a broad
and extremely fast transmission of a (criminal) message, as is,
for instance, the case when sexual offenders use the Internet to
contact their victims.

The preparation of the commission of a terrorist act constitutes
an individual enterprise taking the form of one of the actions
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described exhaustively in Art. 421-2-6 CP. The article pro-
vides the following exhaustive list of actions that are defined
as individual terrorist enterprises:

Research, procurement, or production of dangerous objects
or substances, whether the procurement or the maintenance
of these objects or substances are illegal or not (Art. 421-2-6
para.l n° 1 CP);

Collection of information on places or persons that facili-
tates their surveillance with a view for to a terrorist attack (Art.
421-2-6 para. 1 n° 2a CP);

Training for armed conflict and production of the relevant
means (Art. 421-2-6 para. 1 n° 2b CP);

Visiting websites for the procurement of documents to in-
stigate terrorist acts (Art. 421-2-6 para. 1 n° 2¢c CP);

Staying in a terror camp abroad (Art. 421-2-6 para. 1 n° 2d
CP).

This provision also applies explicitly in the cases of ferrorisme
par référence and terrorisme écologique in accordance with
Art. 421-2-6 para. 2 CP.3¢ The norm depicts the will of the
French legislator to refrain from deriving criminal liability in
cases of terrorist offences from participation in a terrorist orga-
nization according to Art. 421-2-1 CP. This step was necessary
for the prosecution of persons committing or preparing terror-
ist offences by themselves, namely operating individually and
not in their role as members of a specific terrorist organization.
This could be the case, for instance, when a person plans a ter-
rorist attack without belonging to a terrorist organization, e.g.,
looking for instructions on the making of explosives on the
Internet, preparing videos with communiqués to be broadcast
after the terrorist attack, or travelling to a terror camp abroad
to take part in the militants’ training. Such individuals clearly
show a terrorist potential; without this provision, however, un-
der the old regime, these persons could at best be prosecuted
for preparatory acts, e.g., the illegal procurement of illegal
weapons and explosives, meaning that terrorist potential was
more or less disregarded.?”

Of the 251 proceedings in conjunction with the Charlie at-
tack, 117 persons have been prosecuted on the grounds of ter-
rorism glorification and direct provocation, only 20 of them
ending up with imprisonment sentences. Since the Charlie
attack, a vast amount of prosecutions has been initiated on
the basis of this provision. As demanded in a circular®® of
the Minister of Justice, the criminal justice system should be
particularly intolerant as regards any expression of glorifica-
tion of terrorist acts and anti-Semitic ideology or instigation
to hatred. Consequently, the practice of criminal justice to
massively prosecute individuals on the grounds of this provi-
sion has been heavily criticized, especially in the context of
the criminal law doctrine that considers such prosecutions to

be “exceptional justice.”*®
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3. Reinforcing the legal framework with new provisions
(on the financing of terrorism)

The financing of terrorism is defined as to supply (fournissant),
to gather (réunissant), or to manage (gerant) money, valuable
items, or other goods, which are either used in the actual com-
mission of a terrorist attack or designed to be used for terror-
ist purposes in general. In both variations, it is necessary that
the financing individual is aware of the assets and the purpose
of their use. Criminal liability for the terrorist financing acts is
not connected to the actual commission of the terrorist attack for
which the assets have been offered. This has enabled the French
criminal justice system to prosecute the financing ringleaders of
terrorist organizations. Their prosecution had always been quite
problematic, since the mere (neutral) act of offering one’s assets
could not in itself be considered criminally relevant.*°

Approximately two months after the Charlie attack, the French
Finance Minister Sapin announced a new “national action
plan” targeting particularly terrorist financing, as the most ef-
fective way to stop terrorist attacks at their source, by depriv-
ing terrorist organizations of their logistics. The plan consists
of eight principal measures divided into the following three
categories or “pillars” (on the basis of the purpose they serve):

Reducing anonymity in the economy in order to facilitate the
tracking of suspicious transactions (the identification pillar);

Increasing the exercise of due diligence by financial stake-
holders, so that they can fully benefit from this transparency
(the surveillance pillar);

Reinforcing the capacities to freeze assets aimed at the
funding of terrorist attacks (the action pillar).

The first pillar already addressed during the (current) first
semester of 2015 is the action pillar, by consulting financial
stakeholders in order to find the best practices for the imple-
mentation of freezing measures on both movable and immov-
able assets as well as by calling for greater diligence by on
the part of banking institutions and large-scale financial es-
tablishments. The implementation of the identification pillar
measures will start with the entry into force of an amendment
to the French Monetary and Financial Code on 1 September
2015, which reduces the limit on authorized cash payments
both for residents and for non-residents of France. In addi-
tion, a decree issued after consultation with the Conseil d’Etat
will be enacted on 1 January 2016 to increase the capacities
of the French agency for the fight against money laundering
and terrorism financing (7Traitement du renseignement et ac-
tion contre les circuits financiers clandestins, TRACFIN),*! so
as to include the monitoring of every transaction over €10,000
within one account (deposits and withdrawals alike). On the
same date, the obligation of declaration of capital transferred
physically from other EU countries to France by natural per-



sons when it exceeds the (present) limit of €10,000 will be
extended to apply further to freight and express freight in order
to enable customs. Also on 1 January 2016, the proposed 4t
European “Anti-money Laundering” Directive® is to be incor-
porated into French law, putting a limit to the use of reloadable
prepaid cards by requiring an ID of the card holder (or the
purchaser of a card) when the transaction exceeds a specific
(relatively small) amount of money.

As far as the surveillance pillar is concerned, by decree enact-
ment starting on 1 January 2016, the requirement to provide
an ID for currency exchange transactions will be established
for all such transactions over €1,000. Furthermore, payment
accounts used by natural persons to deposit or withdraw cash
and receive or send transfers, such as the Nickel-accounts,*?
estimated to total approximately 80,000 accounts by April
2015, will be included in the National Centralized Bank Ac-
counts Register (Fichier national des comptes bancaires et as-
similés, hereafter: FICOBA*), making it possible to monitor
suspicious transactions. In the meantime, since the first half
of 2015 already, consultation with financial institution stake-
holders has started with the purpose of setting the threshold
for the so-called “transactions of unusually high sums.” It will
require enhanced due diligence on the part of financial institu-
tions and firms, in the form of checks regarding the origins of
funds, the identity of the recipients, and the grounds for such
transactions.*

IV. Conclusion

This paper has shown that, in a very short time, France has en-
gaged in a legislative fever, aiming to boost — once more — the
capacities of the criminal justice system and the law enforce-
ment agencies in the prevention of terrorist attacks. The paper
has highlighted that the will to increase surveillance lies at the
core of these developments, with the introduction of the vari-
ous counterterrorism databases, the forthcoming simplified
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authorization of procedures for collection and management of
data and intelligence, as well as the planned elimination of
anonymity for financial transactions. Apart from these legisla-
tive developments, individuals have been fiercely prosecuted
on the basis of the latest provisions of the CP with regard to the
public glorification and preparation of terrorist acts.

France had a fairly comprehensive — and constantly updated
— counterterrorism legal framework in place that increasingly
provided broad competences to the law enforcement agencies,
even without the aforementioned forthcoming developments;
yet terrorist attacks of the extent of the Charlie attack still take
place. Inevitably, considerable concerns emerge as to the ef-
ficiency of existing legislation and its application by the law
enforcement agencies. As far as legislation on intelligence and
surveillance mechanisms are concerned, the Charlie attack
has exhibited the systemic failures or weaknesses: According
to French officials, the surveillance of one of the perpetrators
had offered nothing for over two years, and the monitoring
of another had already been abandoned for the same reason;
their case was no longer deemed a priority, and the competent
counterterrorism team allowed the surveillance order on them
to expire.*® Several months after the expiration of the order,
the Kouachi brothers burst through the doors at Charlie Hebdo
and killed 12 persons. Limited (human) resources, mistakes in
the analysis of products of intelligence, slow action due to the
complicated competences of the French intelligence agencies?
No matter which factors led to the failure of surveillance, the
French legislature insisted on considering the incident not to
be a failure, but an insufficiency in relation to a dispropor-
tionate imminent (terrorist) threat: this is the reason why an
increase in the surveillance measures was opted for, even if
this solution may not be quite compatible with the French tra-
dition of respect for human rights and fundamental freedoms.
It remains to be seen whether this scheme of practically turn-
ing post-Charlie France into post-9/11 US will be the right ap-
proach or not, in terms of ensuring effectivity, fairness, and re-
spect for human dignity in the criminal justice administration.
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