
 
 

OLAF  Rue Joseph II, 30  B-1049 Brussels (Belgium)  Tel: +32 (0)2 299 11 11  Web: http://ec.europa.eu/anti_fraud 

 

 

December 2018 

 

 
 

PRIVACY NOTICE FOR ADMINISTRATION OF THE HERCULE III PROGRAMME 
 

1. DESCRIPTION OF THE PROCESSING OPERATION 

 

The Hercule program finances the provision of technical assistance and training actions in 

the area of the protection of the financial interests of the European Union. The programme 

is implemented through grant and procurement procedures.  

 

Treatment of personal data in the course of the project cycle consists of: (1) selection of 

actions to be co-financed under the programme (based on project applications or tender 

proposals which include CV’s of staff and trainers) (2) implementation of projects or 

contracts and (3) control and accounting of financial data, evaluation of project or contract 

results and dissemination of results. 

 

The processing of your data will not be used for an automated decision making, including 

profiling. 

2. LEGAL BASIS FOR THE PROCESSING 

The legal basis for this processing is Article 5.1 paragraph (a) of Regulation(EU) 

2018/1725. 

 

The processing refers to grant agreements and contracts financed under Regulation (EU) 

No 250/2014 of the European Parliament and of the Council of 26 February 2014 

establishing a programme to promote activities in the field of the protection of the 

financial interests of the European Union (Hercule III programme). The implementation of 

the programme is carried-out following the rules established by Regulation (EU, Euratom) 

2018/1046 of the European Parliament and of the Council of 18 July 2018 on the financial 

rules applicable to the general budget of the Union, amending Regulations (EU) No 

1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No 

1309/2013, (EU) No 1316/2013, (EU) No 223/2014, (EU) No 283/2014, and Decision No 

541/2014/EU and repealing Regulation (EU, Euratom) No 966/2012. 

3. CATEGORIES OF PERSONAL DATA COLLECTED  

In order to carry out this processing operation OLAF collects the following categories of 

personal data: name of the organisation, address and contact, persons' name, function, 

telephone number and e-mail, as well as replies to surveys and feedback forms.  

 

The provision of the personal data is mandatory to meet requirements related to the 

signature of grant agreements and contracts.  

 



 

 

4. WHO HAS ACCESS TO YOUR INFORMATION AND TO WHOM IS IT DISCLOSED? 

OLAF staff responsible for carrying out this processing operation has access to your 

personal data. In addition, your data may be transferred to an external contractor which 

would collect, process and store the information in the framework of carrying-out 

evaluations of the Hercule III programme. 

 

5. HOW DO WE PROTECT AND SAFEGUARD YOUR INFORMATION? 

In order to protect your personal data, a number of technical and organisational measures 

have been put in place. Technical measures include appropriate actions to address online 

security, risk of data loss, alteration of data or unauthorised access, taking into 

consideration the risk presented by the processing and the nature of the data being 

processed. Organisational measures include restricting access to the data to authorised 

persons with a legitimate need to know for the purposes of this processing operation. 

6. HOW LONG DO WE KEEP YOUR DATA? 

Your personal data may be retained by OLAF for a maximum of eight years.  

7. WHAT ARE YOUR RIGHTS AND HOW YOU CAN EXERCISE THEM? 

You have the right to request access to your personal data, rectification or erasure of the 

data, or restriction of their processing.  

 

You have the right to object to the processing of your data. 

 

Any request to exercise one of those rights should be directed to the Controller (OLAF-

FMB-DATA-PROTECTION@ec.europa.eu). Where you wish to exercise your rights in the 

context of one or several specific processing operations or files, please provide their 

description and reference(s) in your request. 

 

8. CONTACT DETAILS OF THE DATA PROTECTION OFFICER 

You may contact the Data Protection Officer of OLAF (OLAF-FMB-DPO@ec.europa.eu) with 

regard to issues related to the processing of your personal data under 

Regulation(EU)2018/1725. 

 

9. RIGHT OF RECOURSE 

You have the right to have recourse to the European Data Protection Supervisor 

(edps@edps.europa.eu) if you consider that your rights under Regulation(EU)2018/1725 

have been infringed as a result of the processing of your personal data by OLAF. 
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